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Introduction

Warehouse Office Buildings Transportation
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Introduction : Cyberthreat — Realtime MAP

CYBERTHREAT REAL-TIME MAP < en

STATISTICS DATA SOURCES BUZZ WIDGET
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Introduction : Cyberthreat — Realtime MAP

CYBERTHREAT REAL-TIME MAP 2 N

STATISTICS DATA SOURCES BUZZ WIDGET

kaspersky
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wudluunazsuasrgninaduoinnganmunivlanisluos

Percentage of internet users in selected countries who have ever experienced any
cybercrime in 2022

India 6 8%

United States 49%
Australia 40%
Clobal 39%
Mew Zealand 38%
France I3k
United Kingdom 33%
Cermany 30%

Japan 21%

0% 10% 20% 3 0% 40% 505 BO% TO% B

Share of respondents

Uolyavn https://www statista.com/statistics/194133/cybercrime-rate-in-selected-countries/
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wudlluuazsuasientiadumnnganmumolanisluos

Share of adults worldwide who have experienced cyber crime as of January 2023

Computer/mobile device virus 41%
Mobile [SM5 scam
Phishing scam
Extortion e-mail scam
Social media hacking
E-mail hacking

Ransomware attack

Dating app hack

0% 5% 10% 15% 20% 25% 30% 355 40% 45% L%

Share of respondents

Uolyavn https://www statista.com/statistics/194133/cybercrime-rate-in-selected-countries/
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wudlluuazsuasientiadumnnganmumolanisluos

Estimated cost of cybercrime worldwide 2017-2028(in trillion U.S. dollars)

17.5

13.82

12.43
12.5
11.36
10.29
9.22
8.15
7.08

Cost In trillion LS. dollars

5.49

2.95

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

Uolyavn https://www statista.com/forecasts/1280009/cost-cybercrime-worldwide
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Figure 6: 5G-enabled industry digitalization revenues for ICT players, 2026 | P

Q‘Q Energy and utilities
N7

?’ Manufacturing
@ Public safety

| () | Healthcare

We estimate that

5G-enabled industry

digitalization revenues

for ICT players will be ?
USD 1.3 trillion

in 2026.

Media and entertainment

xxxxx

Qo 2
% Agriculture

Source: Ericsson and Arthur D. Little, The 5G
Business Potential: Second Edition, October 2017

Uolyavin Medium
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Introduction : Attack Tools

High High //
Medium Medium /
Low Low
Sophistication of Attack Technical Sophistication of Attack Technical
Tools Knowledge Tools Knowledge

" —— )

1985 1990 1995 2000 2005 2010 2015 1985 1990 1995 2000 2005 2010 2015
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= (1D2g10aUNUANSNDDIBTYINSSUNIVIBLUDS NSOUSIUDINLRAVTDA

ava(U Internet

Source : Bromium Into The Web of Profit

Tools (uN1S Hack Adobe exploit $30,000 1,07,J00THB
Tools (unN1s Hack i0S exploit $250,000 8,937,500THB
Tools uNMIsas1v Malware (WalBloud $200 7150THB
Tools tun1sas1o SpywarelWalSuauqQioya $200 7150THB
Tools (uNISSMS Spoofing/month $20 715THB

AYIY Hacker $200 7150THB
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= (1D2g10auUNUASADDIBTYINSSUNIVIBLUDS NSOUSIUDINILHAVTUDIA

ava(U Internet

Source : Secureworks State of Cybercrime Report 2021

ﬁll,lr]umsuh anonymised servers/month $100 3,575THB
LWDNDDIBEYINSSUNIY Cyber
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33CUUNIASUDVAISSAUIAILLUAYUADAAYS-UUEISAULNA
= gan 1: MssnuANUUuUAvUananismomemw (Physical Security)

o qﬂﬁ 2 : Ms$AvAIULUAVUaDQAYLASDUNY (Network Security)
o qﬂﬁ 3 : Ms$AvIAIUUUAVUaDaAa1ISauLnA (Information Security)

o an‘i 4 : MssSnuAULUAVUananslBLUDS (Cybersecurity)
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33CUUINISUDVNISSAVIAILLTUAVUADAAYS-UUEISULNA

= gAn 1: Ms$avAUUUAYUanaAuNIvAgnIwW (Physical Security)

ANSSNUIAIUUUAVUaDONgS:uUaIsautnAyvtuulUnnisdoviunistidnivdoya uas
sz:uuansautnAnmMvMewLdusan twu nisUovAuniAls, anuntnudoya, BovServer
LASDVADUWILODS UASTUCIDWIV La: 9UNSRUS:UULASDUNY
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33CUUNIASUDVAISSAUIAILLUAYUADAAYS-UUEISAULNA
= gAN 2: MssnuANUUuAvUananuLA$aung (Network Security)

Ips:uuasaulNALSULEDUCDAULASDUNLUINTU NSSNBIALLIUAVUADQAYSVSULR
ADIWAATYAUMSUDVAUNYANATIUNIVLASDUIY LU Misloudadgbsa nsloud
Q2gJauds wa=NstiIsHavoya

NETWORK

SECURITY
SPECIAIEISH
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32CUUINISUDVAISSAVLIADIUUUAVUADAANYS:UUAISTULNA
= gAN 3: MssnuvIAIWUUAVUanangaisaulna (Information Security)

nsSAvADIWUUAYUaafeSUlRA WA ATyAUMsUovrudpyala:nSwaaunio
Urutu(Intellectual Property)uindu Lgu nisdovnunislosnssudolya(Data Theft
Protection) N1sa:liadoya (Data Breach) wa:n1s{@doyalunionia

Information

security policy:
Core elements
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JICUUNINNSUDVANSSABIADIULIUAVUADQANES:UUaISAULNA
= gAN 4: NMssnvindIuUUAvUanane(BLuos (Cybersecurity)

lanlaldnggnadna nissnuiAIWUUAvUanangdvRAIUaAIATYAUNISUDVAUNY
ANAIUNMVBLUDSAHAINHANEUINTU LlEU Nisloudadgususduuds(Ransomware) Ms
loudadawsdo(Phishing) uazn1snoolstuinssulsluos(Cybercrime)
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1. uudAanguijaunIsSnvIAILLUAVYUaanulsLIUDS

Introduction

R

= UodunrmiBiaan1sAooseuINSsUNIVBLUDS OPPORTUNITY

CRIME = MOTIVE + MEANS + OPPORTUNITY

MEANS MOTIVE
AW www.lbna.ca
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Introduction

= UodunrmikiaanisioonseuInssunIviBLUaS

Means

*Knowledge
+Skills
+Self-efficacy
*Family support

Motives
«Attitudes and beliefs

*Financial, social and
moral drivers

Opportunity

*Access and availability
*Resource availability

:\éVOT'('Oﬁqt *Provider preferences
.RO:nm|Un] y *Beneficiary preferences
ole clarity +System reinforcement

UolJavn Researchgate.net
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1. uudAanguijaunIsSnvIAILLUAVYUaanulsLIUDS

Fundamentals of information system security

The CIA Triad consists of three components of
information security:

= Confidentiality - Only authorized individuals,
entities, or processes can access sensitive Confidentiality Integrity
information.

= |ntegrity - This refers to the protection of data
from unauthorized alteration.

= Availability - Authorized users must have Availability
uninterrupted access to the network resources
and data that they require.

AWoYIN Cisco.com
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sduuuua:tnatn{unisynsns:uuaisautnAlugdaus:v1du

Definition of term

= Event (IKamisauAtAaduauuna)

= Incident (IKaMsauNownaulufsnnAIL)
= Threat (NgANAI)

= |ntrusion (NsUNsN)

= Vulnerability (¥9vlK2)

= Breach (Msa:lq)

= Exploit (MSLO1S:UUWIULDVIRD)

= Zero Day (ovlHIAgVIUAUWU)

= |IRT (Incident Response Team)




2. §Uuuuﬁaqnmuua:mnﬁnmsqns_nc'i'lulzuuaé'
sduuuua:tnatn{unisynsns:uuaisautnAlugdaus:v1du

= |IRT (Incident Response Team)

AusSudoua:aauauovnisloudnivlsluos IWoN1saaAIuLdeR1g Wuwnsuaudoiu
aUNAa uvvtdivu (RALUUN MSDUSU USHISYANIS Ua:SOUSIUTDYAlWDNISILASIH

wa:usuusv

UIVDVANS DIRDTDISENACVAUTU WU

CSIRT (Computer Security Incident Response Team),
CIRT (Computer Incident Response Team),

SERT (Security Incident Response Team).
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sduuuua:tnatn{unisynsns:uuaisautnAlugdaus:v1du

= Malware

" Phishing

= Ransomware

= Denial-of-Service (DoS) and

= Distributed Denial-of-Service (DDoS) attacks
= Man-in-the-Middle (MitM) attacks

= SQL Injection

" Social Engineering

= |nsider Threats

= Advanced Persistent Threats (APTs)
= Al Deepfake Technology
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padpunv:tanulivananie (Attack Surface)




2. sduvunganmuuazinadanisuasnaulsiuas

vadounv:tiaANUlulanane (Attack Surface)

Attack Surface {us:uulon
= (ASDUNY (Networks)

= pUnseu (Devices)

= YoWQUDs (Software)

= W(Buwus:uU (People)




2. sduuunsanmuua:inaidamsunsnaulsuas

vadounv:tiaAUlulanans (Attack Surface) : Network

= Denial of Service K3p DoS WJunisuflasusnis ([Gloudinsouig

poo |7

DoS attack

~

DDoS attack

N\

® upGuard
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padounv:tiaAUlulanans (Attack Surface) : Network
LudNwUovfu DoS
= {3 CAPTCHA HS0 One-Time Password (OTP) saou{unissudola

= {BaunstunsdodumsiBoiutndatngnnauna

~

n Verify your account

Send by email
a****agmail.com

(") Send by mobile text




2. sUuuusganmuua:inatinnmsunsnaulsiuss
padounv:tiaAUlulanans (Attack Surface) : Network

AMsloudLASoungLuU Man in the Middle

= Man in the Middle AD ﬂ']SﬂUWLJS JUASIYLNSALTIINCOUCINAIVSKIIVNNS
momauaowaoua P\ISU IOEJD\)ETE)OIUHS']U ﬂ’]fHD\IUS JuAS1I8aINSOAIRUQNNS

Joansuiuld
= Man in the Middle Wiu WiFi lagunsnNatvus:HI1v Wlduiu WiFi AU Website

HOW MAN IN THE MIDDLE ATTACKS WORK

ORIGINAL CONNECTION

C f
S \8 & /WEB APPLICATION

MAN IN THE MIDDLE




2. syuvunganmuua:inadanisunsnaulsiuas
padounv:tiaAUlulanans (Attack Surface) : Network
LudNwUoVAU Man in the Middle
= WG (User)
= Unvnulustnsutdandanutdnuiiuin®aw
= wengulBwebsite ATNSLTNSHA (G https WNUNSIS http

= JmisguguchauRndacadgniugoonudululdnouwilans wu Ins
douniunu

= W(G (Administrator / Supervisor)

L™
—_

= (osHa WiFi NanangWaUooAunluus:avAd

—_

AaoULUWGES=UU




2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaAulilanany (Attack Surface) : Devices

AISWJOUCTAU, S:UCHDAU, LazUtdBWEuIU (AAA : Authentications,
Authorizations and Accounting)

= Confidentiality fruQ3WALTNGILTDYAlGD:CootJunlaSuansIMUU

= CouDMISINUS1838oW0ans wa: ansnla

e

= NISWFoUDIAUARUY AD WNLWID1095Y (Authentication) aW1saNAY
NSgUgUaIULUUAD

= Something you know éoﬁﬂm§ (LU Password)
" Something you have ?i\)ﬁﬂfuﬂ (Smartphone Uools))

= Something you are &oAAtutdu (Biometrics)
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padounv:tiaAulilanany (Attack Surface) : Devices

ANSWZoUAIAU, SzUCaU, LazUtd8RGuIU (AAA : Authentications,
Authorizations and Accounting)

(Hogv Password duasignaudduiiediBuinnaa

123456 12345678 1234567890
123456789 Abcl23 123123
Qwerty 1234567 lloveyou
Password Password| 1234

RRERRRR 12345 | q2w3e4r5t
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padounv:tiaAulilanany (Attack Surface) : Devices

ANSWZoUAIAU, SzUCaU, LazUtd8RGuIU (AAA : Authentications,
Authorizations and Accounting)

msi3 password AlUAISH
= (0 password du [Ugudau

= (3 password LQg2(URaNeSzUU

MsIams password NZpuld

= S:UULNU password AlUIINSAa Wouaiuisatkruld




2. sduuunsanmuua:inaidamsunsnaulsuas

vadounv:ztianulilanany (Attack Surface) : Devices
ANSWZoUADAU, SzUCaU, LazUtd8RGuIU (AAA : Authentications,

Authorizations and Accounting)

LudNUDVAU Man in the Middle

" WG (User)
= AU password BDlduaduwauaucd
= password WU W wnd g1dludndn 8 dhanus
= Udgu password nntdou
= H3NLEYY password B1UHa18S:UU

= WG (Administrator / Supervisor)

= AU password LUUUvIULRU (password hashing)




2. sduuunsanmuua:inaidamsunsnaulsuas

vadounv:ztianulilanany (Attack Surface) : Devices

ANSWZoUADAU, SzUCaU, LazUtd8RGuIU (AAA : Authentications,
Authorizations and Accounting)

ASWJoUCHaUQe310a (Biometric Authentication)
Biometric lOuananuailawi=unna

= Asgugucnauddganglnlo finger scan

= N1SJUIUCIQUQIYLUIUM retina scan

= A1SOSIVaDUlURUN face recognition

= ASHUTUCADQUQADYLdYY voice identification

= ASHUTUADQOUADYLIULADA vein recognition

= etc.
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vadounv:ztianulilanany (Attack Surface) : Devices

ANSWZoUADAU, SzUCaU, LazUtd8RGuIU (AAA : Authentications,
Authorizations and Accounting)

ASWJUCDAUAD8E200 (Biometric Authentication)
UoQuov Biometric

= [Ugtumeg <-> Uas ATM

= AuluelUBula <—> password
= [Uawnsarhdld <—> neyuo

= Jilasmis@ouiulula <-> mobile phone




2. sduuunsanmuua:inaidamsunsnaulsuas

vadounv:ztianulilanany (Attack Surface) : Devices

ANSWZoUADAU, SzUCaU, LazUtd8RGuIU (AAA : Authentications,
Authorizations and Accounting)

ANSWJoUaDQuUQ2e8II0 (Biometric Authentication)
Jp91fQuDdv Biometric
= ADJWLIUEN Accuracy
= False Rejection Rate (FRR) fin aasnchaunndovuds:uuliauruialiidoiu

= False Acceptance Rate (FAR) fip dasinddauluanucs:uuausnalfonis
VU

= 1 DaN0ouduov Response Time
= ASODUAUDVBY MIRRBVIUlUF=QdN

= MSARUAUDVISI MIKAUNUgVHSDAILUADANEAQAY




2. synuunsanmuua:inaiinnmsynsnaulsiuas
vadounv:ztianulilanany (Attack Surface) : Devices

Malware

= Malware (Jauds) HSo Malicious Software RUNgfVIUSUNSUADUWILADSH
02QUS:avnS1g00ADUWILADSILA:S:UULASDUNY (TDRE10lEU

= \Virus
= Trojan Horse
n Keylogger

" etc..
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vadounv:ztianulilanany (Attack Surface) : Devices
Malware -> Virus ([0Sa)

= Virus ([0$3) AolUsunsunaonounsiEuIuLASDAUWILODS 3D Mangdoya ddulked
aunsns:u1alUgnouwilaostASDVDULA WIUS:UULASDUNY HSD removable media

= 9 MsAwUURElULAZDVAGQ virus
= 1A%DUBT ANV H3D HyQrvU
= [Waldg tWuuunQw K30 Kglu
= JDONUYSULaQVUUD K5 Dldgvoinanlwy
= UUNQUDVRUDZAILDIA0AY
= wudnvoUdovufiu
= (3 removable media AuARUWILODSAGDADlAIRUU

—_

AYuUlLla-Nagbsa

= Jadv Antivirus Ko WsuASUn
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vadounv:ztianulilanany (Attack Surface) : Devices

Malware ->Trojan Horse

= Trojan Horse 1Uu malware Auaavdaridladautduldsunsurioiudnad ucadns
oudovHdoNUS:avAS
QRIS
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vadounv:ztianulilanany (Attack Surface) : Devices

- =V

Malware ->Keylogger(AganALnos)
= Keylogger tJunmstnuuuinnisnaydu Keyboard Unon(3 TaglURNGNSIU
= Keylogger LTﬂUQOUS:a\)FTLVT)E)CTﬂ5U username lla: password

= msri Keylogger DsULUUNY hardware La: software

Common Keylogging Threats

& @ Pt

(&,

Identity Financial Virtual or Exposure of
theft fraud physical stalking personal data

EO«




2. sUuuusganmuua:inatinnmsunsnaulsiuss
vadounv:ztianulilanany (Attack Surface) : Devices

Malware ->Hack Tools

= Logic bomb fip Jawdsnnvehog tazisurinsigs:-uutdadionaindold

= Botnet Ao UaudsSNNuCog sosSuAduoINNAL

= Backdoor fip Uaudsniluchoag AogtlamodiiRALMeuDALiNUIEs:uuU

= Rootkit Ain JaldSALTNAIUAULASDVADUWILODS

Cain and Abel

& B 6O
CyberChef




2. synuunsanmuua:inaiinnmsynsnaulsiuas
vadounv:ztianulilanany (Attack Surface) : Devices
Ransomware

= Ransomware KSo losiSunmla 9:NMStuIsKalwatulnAsSow
ADUWILODSIWDUIRR(BLINGBoUIWAIA KNWBAovnsiEuiulwauu
:=CIOVNYUURINUDY ransomware lagunNALUJU bitcoin

= (udxMuUovnu
= d1soudoyalduds:=on
= [Audayandisovlda:Asolluds

= Aluawsadoucofivnu

= LYNS:UUNUDYADDANDINSIUUDSY




2. syuvunganmuua:inadanisunsnaulsiuas
padounv:tiaANUlulanany (Attack Surface) : Software

Secure Software Development

= MSWOUJUBDWSLDSDE1vUaDQNe

" MISDDALUUS:UUY=CavFtviivAuUananslunnuucau

= JAaansAGiRUnsngarnnIdu (least privilege authorization)

= MKUQUIASTIUGDgIAIUUananglunMstldgulusinsy (coding)

= [hsHadoyandiAy

» JM1SOSIDEUAILUADOAES-UUNDUIGVIUDSY azldadmMsuAly

BOWALDS




2. sUuuunisanmuua:inatinmsuasndiulsiuas
padounv:tiaANUlulanane (Attack Surface) : Software

MSLUNSHA
= SNEINISIUNSHA (Cryptography) Ao NS:UDUNISNIVARUWILODSATHSUM
(FN1SAQCDdDANSSHIIY 2 UAAALWDIH

NauisaqQloyaldforavia:-IsSutrindu

navdoyaluauisaufiaslasndvdoyaliu

> ey

= (gNS:UUNUDYADDNDINSUUDSY

= MISIWNSHA (Encryption) Ao d5MstUaguidavtonuwaU(RWo UL
ADURUNgUDVUDaUU




2. sUuuunisanmuua:inatinmsuasndiulsiuas
padounv:tiaANUlulananie (Attack Surface) : Software ——

Spare light bulbs

“THE BEST BRITISH FILM OF THE YEAR”
%k k& Kk

‘Secret' stamp
Contrast filter

Instructions

WaA stamp
) Spare patch cables
Adjustable
top lid hinge
Cipher wheels
Hinged lid Power selector
Retaining clip External power
Locking bolt Filter retaining clip
Keyboard Locking bolt
Serial number
Flap lock
Flap lock ap.loc
Plug board
Hinge

BASED ON THE INCREDIBLE
TRUE STORY OF ALAN TURING

Case lock

Front flap (has to be closed during use)



2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software

AoogvMISLUNSHA

ASLNsHawuuLINun

Plain text A B C D \"\% X Y y
Cipher text z y X w d c b a

Plain text: BAY | > Cipher text

ANSLUNSHaWuUU Ceasar

Plain text A B C D wW X Y y
Cipher text Y Z A B U \ W X

Plain text: BAY | > Cipher text




2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software
Cryptographic Hash Operation - Confidentiality

= Mathematically, the equation h= H(x) is used to explain how a hash
algorithm operates. As shown in the figure, a hash function H takes an
input x and returns a fixed-size string hash value h.

g.
—_
fo—
——
—_—
——
=
—

Plaintext
Message

_[ Arbitrary Length Text ] X

Y
H(x)

* { Hash Function ] H

Hash Function

{
| Hash Value ) h €8832a0b24c09f

NIWYIN Cisco.com




2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software

Received Data

Origin Authentication - Confidentiality TSR — | Secret Key

. |ﬂ the ﬁgure, the receiving device rermoves . One Hundred and xx/100........... Dollars
the digest from the message and uses the »
plaintext message with its secret key as
input into the same hashing function. If the
digest that is calculated by the receiving
device is equal to the digest that was sent,
the message has not been altered.

Additionally, the origin of the message is HMAC (Au;penuca;ef
authenticated because only the sender el

possesses a copy of the shared secret key.

The HMAC function has ensured the If the generated HMAC matches the sent
authenticjty of the message. HMAC, then integrity and authenticity have

~

n

Hash Function

been verified. If they do not match, discard the

message.

NIWYIN Cisco.com



2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software
Symmetric Encryption — Confidentiality
= Symmetric algorithms use the same pre-shared key to encrypt and .

decrypt data. A pre-shared key, also called a secret key, is known by
the sender and receiver before any encrypted communications can

take place.
Key Key
- )
Pre-Shared key
3 >
| 51000 [WESSSSR Encrypt [QEESEN 5!@#IQ [WEESS Decrypt [SESS
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2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software

Symmetric Encryption - Confidentiality

= Block ciphers transform a fixed-length block of plaintext into a
common block of ciphertext of 64 or 128 bits. Common block ciphers
include DES with a 64-bit block size and AES with a 128-bit block size.

L

o
[WV)

>

~
o
[Y)

>

=
—
—_
o
o
—_
o
—_

6 bis |

01010010110010101

6 bis |

010100101100010101

6 bis |

Plaintext
Message

>

Block Cipher - Encryption is completed in 64 bit blocks.

N

$05500+55 .\
HNHEe =050

HO0OLOOs
OO O=%m
O=2s00+% 2

BO0gSsq40
f=0ce0«J¢

Encrypted
Message
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2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software
Symmetric Encryption - Confidentiality
= Stream ciphers encrypt plaintext one byte or one bit at a time.
Stream ciphers are basically a block cipher with a block size of one

byte or bit. Stream ciphers are typically faster than block ciphers
because data is continuously encrypted.

.

\
= semmal

HmHme=0D

je—— HOO OO
—-——— | 01010010110101010010110010101010010110010101001010010110010101010101 QO+H=%m
—_— 3 | 0=500%2
——— : _ . . L In[mErkriEln
Stream Cipher - Encryption is one bit at a time. s OSe0¢

Plaintext Encrypted
Message Message
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2. §Uuuuﬁuqnmuua:mnﬁnmsqns_nc'i'lulmuaé'
padoun:tianduliilanans (Attack Surface) : Software
Asymmetric Encryption - Confidentiality

= Asymmetric algorithms, also called public-key algorithms, are designed
so that the key that is used for encryption is different from the key that
is used for decryption

J J
» ' » o Tm P m ey | » »
/ O=o00+4 2 x

B0 5640

Encryption Key Decryption Key
\\ \\ >
“"_‘”"::1\ Q 00@@@\}\ 3 !\
—_——— / HwoorHme =05 p
——— *O00BO0%S !

L

(=0e0+04¢

Plaintext Encryption Encrypted Decryption Plaintext
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2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software

Asymmetric Encryption - Confidentiality

Internet Key Exchange (IKE) - This is a fundamental component of IPsec VPNs.

Secure Socket Layer (SSL) - This is now implemented as IETF standard Transport Layer Security

(TLS).

Secure Shell (SSH) - This protocol provides a secure remote access connection to network

devices.

Pretty Good Privacy (PGP) - This computer program provides cryptographic privacy and
authentication. It is often used to increase the security of email communications.

Encryption Key

i
®

L

Plaintext Encryption

Encrypted

N
oo@cl@‘\
Bt Lo ulr:

#O0OsAOgs
O0+0=Sm
O=2s00¢%
BOOgsg56+40
t=0%eQ+04¢

Decryption Key

Decryption

I

i

Plaintext AIwYN Cisco.com



2. §Uuuuﬁuqnmuua:mnﬁnn1sqn§n61u181ua§
padoun:tianduliilanans (Attack Surface) : Software
Asymmetric Encryption - Confidentiality

= Public Key (Encrypt) + Private Key (Decrypt) = Confidentiality

Bob's Public Key

ry
Can | get your Public Key please?

Here is my Public Key.

Alice ' Bob

Public Key (Encrypt) + Private Key (Decrypt) = Confidentiality

NIWYIN Cisco.com




2. sUuuunisanmuua:inatinmsuasndiulsiuas
padounv:tiaANUlulananie (Attack Surface) : Software

Asymmetric Encryption - Confidentiality

= Public Key (Encrypt) + Private Key (Decrypt) = Confidentiality

Bob's Public Key Bob's Private Key

I c e Encrypted Text ' + o >

il

Encryption Algorithm

Encryption Algorithm

7

Encrypted Text l
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2. sUuuunisanmuua:inatinmsuasndiulsiuas
padounv:tiaANUlulananie (Attack Surface) : Software

Asymmetric Encryption - Authentication

= PublicKey (Encrypt) + Private Key (Decrypt) = Authentication

r P . .
. - r “B . . N
Alice's Private . Encrypted Text +
oK » Alice's Public Key
Bob

Encryption Algorithm Encryption Algorithm

Encrypted Text ' ] ﬁ

Bob uses the public key to successfully decrypt the message and authenticate that the

Private Key (Encrypt) + Public Key (Decrypt) = Authentication message did, ndeed, come from Alice.




2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software

Asymmetric Encryption - Integrity

Bob's Public —
Plaintext Key e ice IZ}ynva e
= 3 \ 5
e, y — i
»—— ', == ’,
Alice R ) [ — |

Encryption Algorithm Encryption Algorithm

Encrypted Text ’ Encrypted Hash ’
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2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:tiaANUlulananie (Attack Surface) : Software

The Secret is in the Keys
The table lists some common cryptographic hashes, protocols, and
algorithms.

Integrity Authenticity Confidentiality

MD5 (legacy) HMAC-MDS5 (legacy) 3DES (legacy)
SHA HMAC-SHA-256 AES
RSA and DSA

A1s1vY1N Cisco.com




2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:iiaANululananie (Attack Surface) : People

People (W(Gvus:uU)

= [Usounsou
= SAUIADIUAUUDY password [Ua
= {BiAgovAouwWILaashlUanany
= (RADULTNTEVADUWILODSUDVAIULDY
= Download Joyanliuanasiy

= nNKadNadY

" Phishing




2. sduuunsanmuua:inaidamsunsnaulsuas

padounv:iiaANululananie (Attack Surface) : People

Phishing Aio NMsweneIUKaDNAaIVIIUDYAAIATYDINRIBADUWILADS BU username
,password , KuglauUeydsunnis Wudu laglddoaisautnA

= UpnirlpoINMSKaonatveUayadATULAd phishing gugntBLdugoonotwe
LoUAQCOUALISAVULIASDOUDVLHED

= ¥DuNIVAWUNISHADNAIVUDE
= SMS
= E-Mail
" Facebook
= Line

= etc.




2. sduuunsanmuua:inaidamsunsnaulsuas

ASTUANW AgAnNAMUAIUMSSALIAIULUAYUaDONBTBLUDS




2. sduuunsanmuua:inaidamsunsnaulsuas

= Example 1: 2010 ; Stuxnet MslOUGNMY

T

OT cyber attack. LtUWHUNY ISovuddAdes

Iran

= (Blag highly sophisticated worm v

exploited multiple zero-day




2. sduuunsanmuua:inaidamsunsnaulsuas

= Example 1: 2010 ; Stuxnet msloudiniv
OT cyber attack.

éz:
v

Wans=NU : (AZovdnstulsuoiuddinass [asuy
ADULEYRIY MIBAIUawIsalunIsLlasy

dussau=gLstdgusIay
RaUs:=avANSIoUG

= ADJUNAANSSU La:uQudIVAS-UdUNISLasy

aussauzgistigu




2. §Uuuuﬁuqnmuua:mnﬁnmsqngnd"lulmuas'i
= Example 2: 2015 and 2016 ; Ukraine Power Grid Attacks

ASloUENIY OT cyber attack. LUNHWUE lasvunaWwiuovgLlAsu (UBdo
Dec2015 ua: Dec2016 lag{d Malware AlEen3n BlackEnergy wa: KillDisk




2. §Uuuuﬁuqnmuua:mnﬁnmsqns_nc'i'lulzuuaé'
= Example 2: 2015 and 2016 ; Ukraine Power Grid Attacks

Wans:nNU : ashonnuldsretrnulasvdigiwwiuovgiasu MIwwiautduow

N30 NSIKUSANISOIUWAVVIUREQB:=UN US=31sulasundudnasau
RauUs:=aunnsloud

= flondulamil critical infrastructure NUWAVVIULDY YLASUTUAADU
= uaavlRRuAIUaEIISAUNISUNSNEU

= (gavouavenyniwanu Cyber Warfare




2. §Uuuuﬁuqnmuua:mnﬁnmsqns_nc'i'lulzuuaé'
= Example 3: Dec2017; Triton/Trisis

Asloudiniv OT cyber attack. LhrW1E IsovudlasiAidlu Saudi Arabia
lagld Malware AEeN3N Triton HED TRISIS (Triconex Safety Instrumented

System)




2. §Uuuuﬁuqnmuua:mnﬁnn1sqn§n61ululua§
= Example 3: Dec2017; Triton/Trisis

Wans:NU : (NaAWLdgvta:lilananalunsunudoiudovynainsiulsuoiut
lastAi

RaUs=aunnIsloud
= JQuUVMSCILIUVILUDVANADOAIHASS
= BiAgovdnsua:aunsairioiuRauna

= MIBLAQAIULFYVAUUAAINSLA:FVDIUIYAIIUEQINCIIV




2. sduuunsanmuua:inaidamsunsnaulsuas

= Example 4: May-2017 ; Ransomware WannaCry

Payment will be raised on

511672017 00:47:55

Time Lelt

Your files will be lost on
52012017 00:47:55

Time Left

Contact Us

Ao

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PN S s dose e Tk Bone

Send $300 worth of bitcoin to this address

bitcoin =
eyt [1209YDPgwueZ9NyMgw519p7AABisjr6 SMw




2. sduuunsanmuua:inaidamsunsnaulsuas

= Example 4: May-2017 ; Ransomware WannaCry




2. sduuunsanmuua:inaidamsunsnaulsuas

= Example 4: May-2017 ; Ransomware WannaCry
WanNs:=NUYIN Ransomware WannaCry
= National Health Service hospital in England and Scotland

= ADUWOLADS , 1ASDV MRI Scanner , AfuLsdLdna , thdpvangmweaud

|FgH8 Us:u1tu 70,000 1ASDY
= Nissan Motor Manufacturing UK (England)

= HYQAISWAABIASID




2. sduuunsanmuua:inaidamsunsnaulsuas

= Example 4: May-2017 ; Ransomware WannaCry
WaNS:=NUYIN Ransomware WannaCry

= J2018 Taiwan semiconductor Manufacturing (TSMC) dalsvoou
[UovonlasSuwans:NUIN Ransomware WannaCry

DL




2. §Uuuuﬁuqnmuua:mnﬁnmsqns_nc'i'lulzuuaé'
= Example 5: 2017 ; NotPetya

Asloudnv cyber attack. LUHUIg avAnscva mlan lagld Ransomware
IWooeglus=uu Uud:tJsunu Master Boot Record (MBR) wa=ldnsHalwaaAty ri

(Bs=uutdoulula

THEEEH | '
Rt Gl
T |
"

T ‘:‘:"2‘!




2. §Uuuuﬁuqnmuua:mnﬁnn1sqn§n61ululua§
= Example5: 2017 ; NotPetya

WaNS:NU : Sz=UUADUWILADSHYAE=IN LpvonandnsHalwad Aty riHs:-uu
(BoWlJIA ua:uwsns=01g2e10s2015)

RauUs:=avAMSsIoud
= AouNISAULGYRIEUIVAIIVILUNNANDT CovnisiSgnAllalwa

= (HNISMIVIUUDVS:UULASDUNELUNRIUNEREQE=IN




2. §Uuuuﬁuqnmuua:mnﬁnmsqns_nc'i'lulmuaé'
= Example 6: May2021;

Colonial Pipeline Attack

AslDuinv cyber attack.

@ perimeter 81

WUNKUNE S=uuUnadoldotway [ 1
Lo The Colonial Pipeline

Colonial Pipeline sGumyungav Cyberattack

BolwavlUgonmAQ=3uDDnNUDY

USA Tog Ransomware Group N

30 Dark Side WOUlRUSAS

ransomware-as-a-service

(RaaS)




2. §Uuuuﬁuqnmuua:mnﬁnn1sqn§n61ululua§
= Example 6: May2021; Colonial Pipeline Attack

Wans:nU : nodvdovdacidumstduairaigdu thiugmsuiaunautdotwav

La=s1ANgodu

Raus:avnnsloud

—_

= (Sgnmlawoudn Colonial Pipeline uanfiiunmsnAudoyanfnlinsHa




2. sUuuusisanmuua:inaianisunsnaulsiuos
asullomAnugnidonunidsud

= {Ruca-ngu Discussing LoHUNN 1-2 lULUUDVUDVCMLDY Wa:titdua(5ui)

(U Class noulEaunsvaall




Thank you for attention

www.MySurachet.com
@ Mobile : 085 636 2551

@ E-Mail : Surachet@catinfonet.com

L'"E Line : Scan to Add Friend
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