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CYBERTHREAT REAL-TIME MAP =< En

STATISTICS DATA SOURCES BUZZ WIDGET
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«: VIRGIN ISLANDS, U.S. X

# 286 MOST-ATTACKED COUNTRY
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More details
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Percentage of internet users in selected countries who have ever experienced any
cybercrime in 2022
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India

United States

Australia

Clobal

Mew Zealand

France

United Kingdom

Lermany

Japan

b 8%
49%
40%
39%
38%
33i%
33i%
30%

21%

10% 20% 30% 0% 50% B0% F0% Bl

Share of respondents

Uolavn https://www statista.com/statistics/194133/cybercrime-rate-in-selected-countries/
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’ AsanAmunielgiuasiuaa Al : Economic Review LooencG%

wlduuazduasianifinduaindaanaiunislantsiuasg

Share of adults worldwide who have experienced cyber crime as of January 2023

Computer/mobile device virus 41%
Mobile /5M5S scam 35%
Phishing scam

30%

Extortion e-mail scam

Social media hacking

E-mail hacking 20%
Ransomware attack 13%

Dating app hack 10%

0% 5% 10% 155% 20% 255 30% 355 0% 4 5% 505

- ’c I PAT Share of respondents
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Estimated cost of cybercrime worldwide 2017-2028(in trillion U.S. dollars)

13.82

0.7

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 20258
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JudssunaaiuamuduasdaannglgiuasiaazUssing

Percentage of IT budget allocated to security, by country.

Brazil . 15.0%
Colombia N 14.7%
Saudi Arabia I 14.0%
South Africa HIIIIIEIENEGEGEGEGEGEGENENEEEEEEEEEEEEEEEEEEEE 13.9%
Turkey NN 13.7%
USA s 13.7%
Chine NN 13.3%
Mexico NG 13.2%
Australia NN 13.2%
Spain NN 12.3%
France I 12.0%
Japan N 11.5%
Canada 1 11.1%
UK I 10.9%
Germany NG 10.8%
Singapore I 10.5%
italy EEEEEEE 10.1%

‘lec I PAT Figure 24: Percentage of IT budget allocated to security, by country.

B s Ao ot B doyamn https://www.comparitech.com/blog/information-security/italy-cyber-security-statistics/
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ansIAslanaannIsiSanA ladaualuil 2022 uaz 12023
Rate of Ransomware Attacks by Country : 2022 vs 2023

B84% B
80%
78% -
715% 750
70% 1%
68%
G6% G66%
0%
H8%
57%
50%
| L L%
Average Australia Austria Hrazll France Germany India Italy Japan Singapore South Africa Spain Switzerland UK us
(m=5600/ [n=250/200] [n=100] n=200) [n=200/150] (n=400/300) [(n=300] n=200] [(n=300] [n=150/100) [n=200] (n=150) (n=100] [(m=300/200] [n=500]

3,000]

W 2022 2023
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lavarinaléifiaarsannssunislgiuas (Cyber Crime)

Means

*Knowledge
Skills
«Self-efficacy
«Family support

Opportunity Mo’tlves |
*Access and availability ?ﬁ |tud§sl Il pTI'EfZ
*Resource availability n:g?;}cé?h}:;cta =
:‘gorkload't *Provider preferences
-Rolmmlun‘l y *Beneficiary preferences
ole clarity «System reinforcement
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Cyber Innovation Promotion Association of Technology



https://www.researchgate.net/figure/Means-Motives-and-Opportunity-framework_fig1_336757143
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High
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Attack Tools (1a5asfiafililun1sTaui)

Sophistication of Attack Technical
Tools Knowladge
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G Ussinnuasnsaanmlu

1.Malware (:Jai2s)

e Virus: TaafiudesnluTusunsuiug uazunsnszanaludTusunsuiug LﬁﬂQﬂL%ﬂﬂTﬁqwu
e Worms: ilata$iunsnszanaluinmiasainalaaludasisn laaflusunsy

e Trojans: Tawisfivaausiflusandursaldiduduasia uavinnslaufifiagnanss

e Ransomware: fawirsfdnswalndvasiliuazianalaiadanaaning

o Spyware: fiawsinaasandansuaziiuiayasasiiflaalllasuauae
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G Ussinnaasnsaanmu
2.Phishing (W%34)

e MsavAlNanIatiamuNUaanulaTunastayanidadaiavaanlvylditan

eﬁ
2

RIUG LTU SHANUNSataURIASIASHS
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G Ussinnuasnsaanmlu

3.Social Engineering (3fnssudvAy)

o MSIEIENIETAINeNTUNITHaanauAAaliITanadayaniiluamudUBIastiunSA LY

Uaannel
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G Ussinnuasnsaanmlu
4.Denial of Service (DoS) and Distributed Denial of Service (DDoS)

e A5 laudweNauinliusnsaaulatilugunrsalviusnslalaanisaedsunaunisidau

UYuNN lUgadsnnasiiune
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G UszinnuaanaAnAL
5.Advanced Persistent Threats (APTs)

e A5 laudweNa uinliusnsaaulailugunsalviusnslalaanisaedsunaunisidau

UYuNN lUgadsnnasiiune

) &

o=
IL— t_

.
-®
1
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G UszinnaaanaAnAL

6.Insider Threats (AaAnAuanAUTUDIANST)

o MIsANAIUTINNAINYUAARAETUAYANT 1FU WilnUTdAINNUSERIAS 18T aINATASEINA LU

Uaaanalaalulasala
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G Ussinnaasnsaanmu

7.Zero-Day Exploits

o nslananlEdaelmindsliinsudlansadsznmsaaisisae: einlnsilasduwiulule
2NN HUIYITeUANNIUAIUAaANAISHNITLANLURIUTaYaN UXUIENIUNALAA T UAINTTU

Avaamse 1du Thai CERT, CSIRT a3t aauaA19e) thansiudenaanaaiiludiu
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G UszinnaaanaAnAL

8.loT Attacks (n151audalnsal loT : Internet of Things)

o Aslandyihludansaliidausaduinasiis 19U nand93ste, aunsalaunsnlay,
szuu OT (Operational Technology)lunlirana1nnssy, stuu Automation System,

alnsal PLC, szuu SCADA, szuu Industrial Internet of Things

/
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G UszinnaaanaAnAL

9.Supply Chain Attacks (n1sTanaviielgaUniu)

o MslandNYThIUNFTHUSAIsHSatwwaraaasinatinfessuuzatasAnIHIUNISIauGYag

T lurielgauniu
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10.Cryptojacking (nslinswennsvasgiulunisuansuin)
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N_/CIPAT

guaugdatdiunianssuimalulad lauas
Cyber Innovation Promotion Association of Technology




° ALANAIUNNIBLIUDS NRSNINANTENUADTEUULATHFAR

N1SNARNYUINTTUNN YL UAS NTUANEIN2

nnA. gnlanfnielsiuasdnadauisisanala
audastlaliusnisseuuvanaiu diguiau 2020

Whals “ .
k] .} i
--]a - i"l'lj & M

\ l A% dree: - S o A

l.-ik‘{:h:" dE"'i;ﬂ .'_-L.-,.. - = W e \

&l r -I"*] { j|..l‘F:."-l-

-l.-‘|:: 10N .:qlx':'ﬂ‘

' ‘I' .| Y .

LN [(j_ 4:#

\ "EWNoOwn) "1#3:-_5,;,:.

' C ;“.‘. o I’" 0Cal.config

o aress [status?) code.

jr
-—e e S1ewm rve F LK SICe ,Erl'-:jr}
[ o | '-‘.P'ffﬂr:} ""I#i-."‘ik'-ﬂ} / static
gt rce [true) local.confi
Ugged # nput false fun
Lt 190 credentials {logged
SOrpt §rce address  atus?) code< [tr
s cmmard | @ »access denial
e SCTEL S1C I"[r,}p].__h.ﬁh:
8.0 sput fose function 0ggec:#
L wr . . ~ ned: #
o sl fawe fun tion 10QQEC
.“‘Ir rl_t#r '.'i:-lu rl:
. ' ij .,‘1 'J . I:J -urﬂﬂj M € —:I-‘.I J
Ml lI ¥ fF!!jﬁ"I}‘ I'I#LI..‘L:-- e AadE ‘)4 c v
r B - - IO ® L% - » a8
[ ¥ & I‘,_'Lr] j- dl[n J.l‘f.' .I ame« > =
ol ¥ H‘i" r.*._ J ;1 86 l*ffﬂ-J't'.lzl'"_.|[ = 1
aany s 0 9

v

N_/CIPAT

NIRRT LA Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/




° AdANAIUNNIBLIUDS NRSINANTENUADTEUULATHFAR

N1SNARNZUNNTTUNN YL UAS NTUANEIN2

nnA. gnlanfnielsiuasdnadauisisanala
audastlaliusnisseuuvanaiu diguiau 2020

Maze Ransomware Triple Threat

Maze Ransomware

Normal Ransomware Maze Ransomware

“““““““““““““““““““““ ik Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/




° ALANAIUNNIBLIUDS NRSNINANTENUADTEUULATHFAR

N1SNARNYUNNTTUNN LY LUAS NTUANEIN2

nnA. gnlanfnielsiuasdnadauisisanala
audastlaliusnisseuuvanaiu diguiau 2020

ANULRENNE |
o IWagniudauaziihsiainaisanalalng
e Hacker tnaunsiayanaluaunlulanaaulai

o o

Us:m%u@%’uu‘%mﬂﬁ%’uwamzwumnms‘[wﬁmﬂwmasmﬁ
e faslaszuuinalulagiaisaumaueaiu FIAs1)
. ?Jﬂ‘u‘%mss:uuﬁwsxmu?}msuuuaauvlaﬁf 4IRS
e HausnisuaUnatadu PEA Smart Plus §7As1)

N_/CIPAT

NIRRT LA Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/




° AdANAIUNNIBLIUDS NRSINANTENUADTEUULATHFAR

N1SNABNZUNNTTUNN LY LUAS NSUANEINS

JBS Foods gnlauanielgiuas waun1au 2021
REvil Ransomware (Sanalalna

VCIPAT

““““““““““““““““ el doyadwav https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/




° AdANAIUNNIBLIUDS NRSINANTENUADTEUULATHFAR

N1SNARNYUNNTTUNIN LY LUAS NSUANEINS
JBS Foods gnlauanielgiuas waun1au 2021
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Benefit of ISO/IEC 27001
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Benefit of ISO/IEC 27001

.Reduce the chances of security breaches within your IT environment

e aalomalnawkamsaiazlianudasangluaniwioaaau IT yovAeu
2.Confidentiality of the information

* AMISSAVIADIUAUUDLUDYA
3.Minimization of IT risks, possible damage, and consequential costs

e aaANWIEEVAU IT AUIEIKIBADDIAQTU LazdunuRIUU
4.Competitive edge due to recognized standard

o G wldwssulumsuuvduldavannasuiuacuuiasgunldsunisgausy
b.Increase in trust with respect to partners, customers, and the public
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Benefit of ISO/IEC 27001

6.A structured method to address compliance requirements
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/.Fulfillment of internationally recognized requirements
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8.Systematic detection of vulnerabilities
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9.Lower costs
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10.Control of IT risk
e MSAUAUAIUIEIVGU IT

N_/CIPAT

gmnaugatgduuianssunaluladlaiuas
Cyber Innovation Promotion Association of Technology

doyadwdv https://goodtitevs.best/product details/1338642.html



https://goodtitevs.best/product_details/1338642.html

N_/CIPAT

aganaugaaduuianssuinaluladlaiuas
Cyber Innovation Promotion Association of Technology

Terminology

Requirements

Sector Specific
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ISO 27000 Family of Standards

[ ISO 27000 ]

[ ISO 27001 J [ ISO 27006 [ ISO 27009 [ ISO 27701 J
ISO 27002 ISO 27003 ISO 27004 ISO 27005
ISO 27013 ISO 27014 ISO 27021 TR 27008

Joyadwav https://www.techradar.com/news/live/windows-outage-july-2024-live
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ISO/IEC 27000 Series
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ISO/IEC 27000 Series 2l

e ISO/IEC 27001: Information Security Management Systems (ISMS)

e ISO/IEC 27002: Code of Practice for Information Security Controls

e ISO/IEC 27003: Guidelines for the Implementation of an ISMS

e ISO/IEC 27004: Information Security Management Measurement

e ISO/IEC 27005: Information Security Risk Management

e ISO/IEC 27006: Requirements for ISMS Certification

e ISO/IEC 27007: Guidelines for Information Security Management Systems
Auditing

e ISO/IEC 27008: Guidelines for Auditors on Information Security Controls

e ISO/IEC 27009: Sector-specific Application of ISO 27001

e ISO/IEC 270010: Information Security Management for Inter-sector and Inter-
organizational Communications
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ISO/IEC 27000 Series SN

e ISO/IEC 27011: Information Security Management Guidelines for

Telecommunications Organizations

e ISO/IEC 27012: Guidelines for Cybersecurity Information Sharing

e ISO/IEC 27013: Guidance on the Integration and Implementation of ISMS with
ISO 20000-1

e ISO/IEC 27014: Governance of Information Security

e ISO/IEC 27015: Information Security Management for Financial Services

e ISO/IEC 27016: Information Security Management for the Banking and
Financial Services Sector

e ISO/IEC 27017: Cloud Services Security

e ISO/IEC 27018: Protection of Personally Identifiable Information (PIl) in Public

Clouds
N_/CIPAT —_ .y | |
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° ANSRSNNUAYLUAAN IS UURITHULNEA

AINLUINIG ISO[IEC 27001 lx
ISO/IEC 27000 Series We

e ISO/IEC 27019: Information security controls for the energy utility industry

e ISO/IEC 27701: Privacy Information Management System (PIMS) -
Requirements and Guidelines

e ISO/IEC 27799: Health Informatics - Information Security Management in
Health Using ISO/IEC 27002

' 4

N_/CIPAT

@ Tanssumaluladlaiuas
Cyber Innovation Promotion Association of Technology

Joyadwav https://www.techradar.com/news/live/windows-outage-july-2024-live



https://www.sorinmustaca.com/the-iso-27000-family-of-protocols-and-their-role-in-cybersecurity/
https://www.sorinmustaca.com/the-iso-27000-family-of-protocols-and-their-role-in-cybersecurity/

° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001, Information Security Management Systems (ISMS)

Version Clause Control Category
ISO/IEC 27001:2005 11 133 39
ISO/IEC 27001:2013 10 14 14
ISO/IEC 27001:2022 10 93 4

VCIPAT
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° ANSESNNUAILUARAN LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001: Information Security Management Systems (ISMS)

PDCA AND ISO/IEC 27001:2022 CLAUSE STRUCTURE

0. Introduction - 4. Context of the

1. Ecupﬂ . Drgﬂnizatiﬂ'ﬂ

2. MNormative References

3. Terms & Definitions ' 5. Leadership

l ACT PLAN
| 10. lmprnve.ment 6. Planning

£
7/

CHECK DO P

9. Performance

Evaluation o 8. Operation

D N y 4
\_/CIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022 , 10dadkua (Clause)

' 4

auANAILETUY

Clause 1: yauwauazmsuu=th (Scope and Introduction)
Clause 2: msawdvionais (Normative References)

Clause 3: mdAwruaztou (Terms and Definitions)

Clause 4: uSunuavovAns (Context of the Orgonization)
Clause 5: mnutluitn (Leadership)

Clause 6: ms>wuwu (Planning)

Clause 7: msauuauu (Support)

Clause 8: msddums (Operation)

Clause 9: msus:iduwanisditduviu (Performance Evaluation)
Clause 10: msusuusv (Improvement)

CIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Introduction : Clause 1-3

e Clause 1: yauwaua=msuu:=th (Scope and Introduction)

e Clause 2: msawdvianains (Normative References)
e Clause 3: mAwrua:dg1u (Terms and Definitions)

D N y 4
\_/CIPAT
auAusILETUY
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ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

ISO/IEC 27001:2022 , Information Security Management Systems (ISMS)

1IS0/IEC 27001:2022 KEY CLAUSE STRUCTURE (4-10]

PLAN DO CHECK ACT

4. Context of the 5. Leadership 6. Planning 7. Support 8. Operation 9. Performance 10. Improvement
organization evaluation
4.1 Understanding the 5.1 Leadership and 6.1 Actions to address 7.1 Resources 8.1 Operational planning 9.1 Monitoring, ::"1&1' mmuﬂ
organization and its commitment risks and opportunities and control measurement, analysis corective action
context and evaluation :
4.2 Understanding the 5.2 Policy 6.2 Information security 7.2 Competence 8.2 Information security 9.2 Internal audit '!D*!ﬂmm“,al
needs and expectations objectives and planning risk assessment improvement
of interested parties to achieve them
4.3 Determining the 2.3 Organizational roles, .3 Awareness 8.3 Information security 9.3 Management review
scope of the ISMS responsibilities and risk treatment
authorities
4.4 Information Security 7.4 Communication

Management System

7.5 Documented
information

N_/CIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 4: usunuavavdas (Context of the Organization)

o 4.1 mshAnudilpavAnsiazusunuavavdnas (Understanding the organization and its context)
o 4.2 msfkuannuiuduuazanumarkIvvavinineddov (Understanding the needs and
expectations of interested parties)

o 4.3 MsMKUQUaULWAYIVS:UUUSKISTamsAUUuAvUaaanuaisautna (Determining the scope of :

¥

5
o

the information security management system)

o 4.4 ssuuuskisvamsaduluavUaaadsaisautna (Information security management system)

N_/CIPAT
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° ANSESINUUAIUARAA S UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

Clause 4.4 s:uuuskisvamsanuduavUasadeaisaund (Information security management system)

e Effective Implementation of the system

e Internet audit CONFIDENTIALITY

e Management review

INFORMATION
SECURITY

AVAILABILITY

N_/CIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 5: Axwilurth (Leadership)

o 5.1 aaitihuazmstkaniudrAey (Leadership and commitment)

o 5.2 ulgure (Policy)

o 5.3 unuin KhiANUSURQYaU La1upKinNuavavAns (Organizational roles, responsibilities
and authorities)

D N y 4
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ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 6: ms>wuwu (Planning)
o 6.1 msdudumsiwadamsauaduidevua:loma (Actions to address risks and opportunities)

= 6.11 nwsou (General)
= 6.1.2 msusziiuanuiFsvdiuanuduavUasaneaisaulna (Information security risk

assessment)
= 6.1.3 msyamsAauANUIEEELAIuANUIUAYUaaadsasautnd (Information security risk

treatment)
o 6.2 Jnaus=avAdiuAduluAvUasafgasaulnAuazuwumsussalaaus:avA (Information security
objectives and plans to achieve them)
o 6.3 ms>vuwumstlaguuda (Planning of changes) <New Clause>

N_/CIPAT
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° ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 7: msaduauu (Support)

o 7.1 nSwenas (Resources)
o 7.2 aussau: (Competence)
o 7.3 msaswaduaszkun (Awareness)
o 7.4 msdoaslknsiu (Communication)
o 7.5 ansaulnAniluargdnuvaisnus (Documented information)
= 7.5.1 nwsou (General)
= 7.5.2 msaswua:usudsvaisauina (Creating and updating)
m 753 msmuquansaulnﬂr‘ilﬂuawé'ﬂuajeiﬂus (Control of documented information)

D N y 4
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auAusILETUY

a TanssumaTuladlauiuas
Cyber Innovation Promotion Association of Technology




° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 8: msdtiums (Operation)

o 8.1 msowuwungdIdavAumsdiiumsuaznsAdluAu (Operational planning and control)
o 8.2 msus:zliuanuidsvdandnuluavdasadsaisauind (Information security risk assessment
o 8.3 msdyamsAuANUIFILGaaALTUAYUaaassasautna (Information security risk treatment)

D N y 4
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° ANSESNNUAILUARAN LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 9: msus:iiunamsdiduviu (Performance Evaluation)

o 9.1 MISIWHISIL A1sIawa MISILASIEK LlasAsuUS:=LiUWa (Monitoring, measurement, analysis and
evaluation)
o 9.2 msasddusztidumelu (Internal audit)
o 9.3 msnunauuaviuskis (Management review)
= 9.31 MW (General)
» 9.3.2 doyaundndiksumsnunouvaviuskis (Management review inputs)
= 9.3.3 wanmsnunauvaviuskis (Management review results)

D N y 4
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Clause 4-10

e Clause 10: msusuUsv (Improvement)

o 10.1 msusuusvagvdatliov (Continual improvement)
o 10.2 muluaaandovuazmsdidumsuilu (Nonconformity and corrective action)

- r 4
AU ILETUY
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a NSRS NHUAIURAAN LS UURSRHULNA
AINLUININ ISO/IEC 27001
ISO/IEC 27001:2022, Control Attributes (Atuaud@inisAduAu)

Five control attributes Attribute values
Control type #Preventative, #Detective, #Corrective
Information security property #Confidentiality, #Integrity, #Availability
Cybersecurity concepts #ldentify, #Protect, #Detect, #Respond, #Recover

#Governance, #Asset_management, #Information_protection,
#Human_resource_security, #Physical_security, #System_and_network_security,
#Application_security, #Secure _configuration, #ldentity_and_access_management,
#Threat_and_vulnerability _management, #Continuity, #Supplier_relationships_security,
#Legal_and_compliance, #Information_security _event_management,
#Information_security _assurance

Operational capabilities

Security domains #Governance_and_Ecosystem, #Protection, #Defence, #Resilience




° ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

ISO/IEC 27001:2022 , Annex A

e MAWUIARUS=NDUGIINMSAIUALLE=IOAUS=aVAlUNSAIUAUNTANUEBIATYEIKSUNISIONISAIUTUAYD

Uaoanguoviola
Category Control
A5 uiasmsuavavAns (Organizational controls) : A5.1 - A5.37 37
A6 uiasmisaiuunains (People controls) : A6.1 - AG.8 8
A7 uhnasmsnvmemw (Physical controls) : A7.1 - A7.14 14
A8 uhasmsnivinalulad(Technological controls) : A8.1 - A8.34 34
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022, Annex A : 11 New Controls
e A 5.7 Threat intelligence

e A bK.23 Information security for use of cloud services

e A 5.30 Information and Communications Technology readiness for business continuity
e A 7.4 Physical security monitoring

e A 8.9 Configuration management

e A 8.10 Information deletion

e A 8.11 Data masking

e A 8.12 Data leakage prevention

e A 8.16 Monitoring activities

e A 8.23 Web filtering

e A 8.28 Secure coding

VCIPAT
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° ANSESNNUAILUARAN LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A5 uiasmisuavavAns (Organizational controls) Highlight Control
e Ab.7 Threat intelligence

e A bK.23 Information security for use of cloud services
e A 5.30 Information and Communications (ICT) Technology readiness for business continuity

VCIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A5 uiasmisuavavAns (Organizational controls) Highlight Control
e Ab.7 Threat intelligence (ﬁagah§adnﬂsa\)61umwULT'un\)Uaaoﬁa)

o Strategic
o Operational
o Tactical

Threat intelligence (L1asmstayaksaudasavdiunduduavlanans) GANUIAYITDVAU
Insightful , uSunua:zuihlUUhUala loglkoarmadAsSUIWDS:Y AQLADA SIUSIU USzudawa JIASIK Llas
doaisdayaningddov IWoWa1saungAnAUAglullaznIguan

N_/CIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A5 uiasmisuavavAns (Organizational controls) Highlight Control
e A 523 Information security for use of cloud services (A1WUUAYUasaATaNSaUNAGIKSUMSIE

usns Cloud)
o aszudsumMsdiksSunsIart Mmslfusals msuskKisaanis tasnsguganisliiusais Cloud
o GavidmsikualaglkdulumuanudavasdiuanuluAvUasaAgaISauLNAYDVIVANS
© ADIUSUNQUBIUUDVKIKUSAISAA1DAAUDVANS
o YamsANUIFEEVAUANUTUAYUaDaAsuavdayanduwusiGaulevAuusasaadd

N_/CIPAT
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° ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A5 uiasmisuavavAns (Organizational controls) Highlight Control
e A 5.30 Information and Communications (ICT) Technology readiness for business

continuity (Ax1wwSaudiu ICT oA udatliovn1vssin)

o Business Impact Analysis (BIA) as:usumsiiAsiKUndeidevuanans:nudnlugavaikion
S:UUVIUUDVRVANSOAMIKSKEQE:DA

o Recovery Point Objective (RPO) UsuneudioyagayrienavAnsgausuldlugivwaikio
(Acceptable Loss)

o Recovery Time Objective (RTO) s:g:pa1favAnsgausulalumsidus:uulunsdinifiasqantau
Ju BoluAngafmKkualagduovs:uu GavlRRUSKISS:aUaLSUS LazsausuluAl RTO Agafikuadu

o Maximum Tolerable Period of Disruption (MTPD) gavaiununganssinkgas=vn kiataun 1
Kuagavwal duddre:liiaursan kssAsWuAudanmwunald

N_/CIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

Ms3lAs1:knans:nunvssaskan (BIA : Business Impact Analysis)
3708 ISO/IEC 22301:2019

Time

Normal

Mode

VCIPAT
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° ANSESNNUAILUARAN LS UURISRAULNA
AINLUINTN ISO/IEC 27001

Ms3lAs1:knans:nunvssaskan (BIA : Business Impact Analysis)
3708 ISO/IEC 22301:2019

RPO
= >

Time *

Normal Disrupted

Mode

VCIPAT

T,Tﬁ"l
Cybl thtA tofThlgy




° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

Ms3lAs1zknans:nunvussaskan (BIA : Business Impact Analysis)
3708 ISO/IEC 22301:2019

RPO RTO
4 >« >

Time * <|->

Normal Disrupted Recovery

Mode

VCIPAT
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

Ms3lAs1:knans:nunvssaskan (BIA : Business Impact Analysis)
3708 ISO/IEC 22301:2019

RPO RTO WRT

+ L > | 4

Time * <|>

Normal Disrupted Recovery Resume
Mode

Normal Mode

VCIPAT
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° ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

Ms3lAs1:knans:nunvussaskan (BIA : Business Impact Analysis)
3108 ISO/IEC 22301:2019

MTD [ MTPD

RPO RTO WRT

+ L > | 4

rime * <|>

Normal Disrupted Recovery Resume
Mode

Normal Mode

VCIPAT
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ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

anog1v Back and Recovery Plan uu Digital Device nlaadanaau

Line : Instat Message

¢ Settings ¢ Back up and restore chat history Q)

Profile Last backup

Backup size

E Account
& Privacy . ) .
RPO (Recover Point Objective)
0O Keep Back up how often
e Everyday
P oogle account . Every 3 dCIy
Backup PIN
[® Back up and restore chat history a-::l ep, - o Every week
#@ Easy transfer QR code ° Every 2 WeekS
e Every Month
Restore

® Stickers
& Themes

® Coins

N_/CIPAT

aganaugaaduuianssuinaluladlaiuas
Cyber Innovation Promotion Association of Technology




° ANSESNNUAILUARAN LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A7 tnasmsmvuamaemw (Physical controls) Highlight Control
e A 7.4 Physical security monitoring (mstid1s:3vdua>uduavdasafgnivmeniw)

urasAslinsauAQUEvUSIDEU 91A1S KSpanluNuavavAnsAaviiN1ISIISIVILA: GamudgvaaLioviwalovau

mstavmsnmemwlae lWlasuauaya
L

.
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,
Annex A8 uiasmsmvinalulaé(Technological controls) Highlight

Control
e A 8.9 Configuration management

e A 8.10 Information deletion

e A 8.11 Data masking

e A 8.12 Data leakage prevention
e A 8.16 Monitoring activities T
* A 8.23 Web filtering |

e A 8.28 Secure coding i) %\Y\\\\\

V' #
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a TanssumaTuladlauiuas
Cyber Innovation Promotion Association of Technology




° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A8 uiasmsmvinalulaé(Technological controls) Highlight
Control

e A 8.9 Configuration management (MsuSk1sP0AISAISAVAISIUU)

o As:udUMSUaztASaviolumsULAUlEAISAYAISUU FVSIUAYAISAYAIGIUAIILULUUAYUADOATUDY
J1SQLS sowWALS USATS LazlASau1g

o Gaviimsvamibuaiedanuaidnys tidgmsunua aamu uaznundu (walkulumumsavAindikuall
Uu)

il

I || |
\'lllmlll

.

W
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° ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A8 uiasmsmvinalulaé(Technological controls) Highlight
Control

e A 8.10 Information deletion (msaudioya)

o gayanidmsvyalaulbluszuuaisauina auasad KSauudaUuuiindayadu davidamsauriagtlidaluidniu
lulumistgoiudnaall
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A8 uiasmsmvinalulaé(Technological controls) Highlight
Control
e A 8.11 Data masking (msUadviaya)

o misUauvdaya (walulkdayanvatfiulB3lus:uugnuaviRu KsaanuhlUlgUs:Tovdld) davinstuld
viulaslRiduluouulaviglawirzugnmuisSavnAgITavAUY

o MISAUAUMSITIAY ulgulglawizugnmIuISavaue NIAYITILLA:AIUADVAISNIVSSADUDVIVAAS
o lagGovWsauInAKUIgNIAgIToLUS:NDUADY
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° ANSESNNUAILUARAN LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,
Annex A8 uiasmsmvinalulaé(Technological controls) Highlight

Control
e A 8.2 Data leakage prevention (mslavAumsslkavavioya)

o asmsmstavaumssdlkavovdoya

o nsaviiomvinaluladiwelovaudayasiika

o daviimsthuds:gndldaus:uu 1Aothe uazaunsaidve Ndmsus:zudana datfiu Kéasudvioya
diney

o szyuassuundoaya aamuyoavniv uazUsvAudoyasiika
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A8 uiasmsmvinalulaé(Technological controls) Highlight

Control
e A 8.16 Monitoring activities (Asassumstidis:3vaisriviuvovs:uutazaunsa)

o 1A%DUNY S:UU Lazuawwalagudaviinisiiissvasrivutiaasiakiwgdinssuniiauad uazus:ou
lkamMsaialundIuUasanguovdoyanaiaAaiu
o {FiASoviatiamuiwadiamuagivaaLliov

o ASaviialnnuauisalumsUsudinaungAnAMURLOAIAU

Q@
Sl

o IASavUalAuaIVIsSauaLWYATULILIGDUIWalKausadaansikamsadnaundlugoniauldd
1AEITDY
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° ANSESNNUAILUARAA LS UURISRAULNA
AINLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,
Annex A8 uiasmsmvinalulaé(Technological controls) Highlight

Control
e A 8.23 Web filtering (msAansovi5u)

o msusKissanmsmsindviSulsdmeuan ImsuatovmsunsalagawdsiazmsidonswenasuuSun
[ulasuauaya

o aalomamsiindoibomniduduasig (1wu Wsunsuliius:avAd sawdsaduduasiadive)

o s:zyUsztnnuavuAainsiSulsdnAdskEalAISITNEY

o mKuanqlaaurilunsisnsweannsooulatogivlasanullazlkuizau

o tkmsinausuuAuaansiigrIAuMsiinswensoaulavagvlasansaikuizay
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° ANSESNNUAILUARAAN LS UURISRHULNA
ANLUINTN ISO/IEC 27001

ISO/IEC 27001:2022,

Annex A8 uiasmsmvinalulaé(Technological controls) Highlight

Control
e A 8.28 Secure coding (mstggulUsunsulkinnuduAvUasans)

[ S

o asJyodaulikuulnnkanmsmsidaulusunsulkinduduavlaaans dovidnsiiuUfuGAUAISWaIUN
gawduds souavsawdds 3rd Party wa: Open source software
o flamuynaisardatpgdnuagAnmMUsawdldsiulanukvAIUIdUDIY

o W1saun Life cycle msiouldanvkua souivworsauimsuiuigs

N_/CIPAT

aganaugaaduuianssuinaluladlaiuas
Cyber Innovation Promotion Association of Technology
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° nagnsAUNSauSulanalgiuns

msuUs:zlunUIEeY (Risk Assessment)
WIsauns=auANULEEYA Wans:nu (1) x Tomana=taane (L)
* Impact: Wans:=nu
e Likelihood : Tomana:iAase

N_/CIPAT
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° nagnsANUNSauSuladalgiuns

NAYNSAISUSSINIADIULEYL

Risk mitigation strategies

Four basic ways how to treat the risk

Accept Avoid Transfer Reduce
Hope it doesn't Cancel the source Move risk to Decrease probability or
happen of the risk someone else impact

B 2 2R ol

o e mami ] doyadvav https://www.insurancejournal.com/news/national/2021/11/29/643569.htm



https://aptien.com/en/kb/articles/what-are-risk-treatment-strategies

° nagnsANUNSausuladalgiuns

Asasivnusulalkanmsad AganAuNIvlsluas

BUILDING A SUCCESSFUL

INCIDENT RESPONSE TEAM

ESSENTIAL SKILLS AND TRAITS

SECURE
SYSTEM
SENTINEL




° nagnsANUNSausuladalgiuns

msAkualasvasivaissuidouazanauduavaangnnmMunIvlsluas
Standard Operation Procedures (SOPs)

Containment,
Detection and Eradication and Post-Incident
Preparation Analysis Recovery Activity
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6 nagnsANUNSausuladalgiuns

NIST Cybersecurity Framework v2.0

R
:,‘:’qi
&  GOVERy

NIST
Cybersecurity
Framework
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o psanumililisas] Joyadwdv https://csf.tools/reference/nist-cybersecurity-framework/v2-0/




° nagnsANUNSausulanalgiuns

NIST Cybersecurity Framework v2.0

Function Category Category Identifier
o
Govern (GV) Organizational Context GV.0C G Ove r n
Risk Management Strategy GV.RM d o f
Cybersecurity Supply Chain Risk Management GV.SC ¢ I e n t I y
Roles, Responsibilities, and Authorities GV.RR o
Policies, Processes, and Procedures GV.PO ® P rOte Ct I O n
Oversight GV.OV

e Detect
* Respond
e Recover

Recover (RC) Incident Recovery Plan Execution RC.RP

Incident Recovery Communication RC.CO
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o psanumililisas] Joyadwav https://csf.tools/reference/nist-cybersecurity-framework/v2-0/




° nagnsANUNSauSuladalgiuns
ISO/IEC 22301 (BCMS)

1ISO 22301:2019
* AAUASADUANSIUUAISDONTS
(Management Controls)

' ) d %Q/@\ % i
* N3UNISADUAUAISIONISADIULEEYD IS > | Business
(Risk Management Controls) E .
* AGUAISADUAUMSIOMSFUNSWE ) = Continuity
= .

(Asset Management Controls) % Management
* NAUAISADUAUAISASIVYAAT

(Value Creation Controls) 22301
* AAUAISADUAUMISDANISAISIOWA
(Measurement and Monitoring Controls)
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6 UNUINAUINBAZNISUIIUSIU VCIPAT 1 MYSURACHET.COM
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Roles and Participation




° UNLINHRUINLAZAISURIUSIA

unuINktMsTdusIVYaYRUSKISIa:wUIAIUTUS:UU ISO/IEC 27001
e unUINUEYRUSKIS (Leadership and Commitment)
e unuUINYBVAUVIUAIUUUAYUaDaATUDYTaa (ISMS Team)
e unuinuavwuavunaau (All Employees)
e msinousuuazmsasvaduas:kuns (Training and Awareness)
e mss1vIUIKaMSAIuazmsaauauav (Incident Reporting and Response)
e misUsuusvas:zudsumsuazmsufuamuidamikua (Continuous Improvement and Compliance)
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e unUINUEYRUSKIS (Leadership and Commitment)

o misuaavANULyvUULlazmsaduauu
= JUSKISSzAuavdavuaavaduygvlutumsiiszuu ISO 27001 ntdluovAnsagvdatputiastatlon
= mislAnsaduayuaiunswennsuazvuds=uiaungnidudamsaitidunisuaznmsinsosawvis:uu ISMS
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° UNLUINKRUINLAZAISURIUSIU

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e unUINUEYRUSKIS (Leadership and Commitment)

o msmrkuaulgurguananus:ava
= juSkisGavmkuaulsuiganuluAvUasadguaviayaua:inaus:avAnaasandavaunagnsuazti
KUY UDVIVANS

= misdoansulovisuazdaads:zavAltkartlkauwunviunanuluovAns
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e unUINUEYRUSKIS (Leadership and Commitment)

o msaamuuazus:liuwa
= JuSKisdovaamuuazuszliunanmsditliumsyavs:uu ISMS agwdaliiov tWalAtuladnns
JsSuUsvuazwouunagvdatlon
= msdamsnundumsudkis (Management Review) tWaasidaauus:anSMwiazA LKA
YdvSs:uU ISMS

(ae.
I
9
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e UNUINYBVAUVIUAIUUUAYUaDaATYDYTaa (ISMS Team)

o AISIIVLLWULLAzOLTUNIS
» AuvIu ISMS dovsuRavaulunisovuwuuazdildunisaudasdikuauavw ISO/IEC 27001
= msszyllazus=LIuAUIEELAIUANULIUAYUADQABYUIVTDYA LazNISAIKUQUIASAISAIUAULWND

dovAullaaanuLldov
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° UNLINHRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e UNUINYBVAUVIUAIUUUAYUaDaATYDYTaa (ISMS Team)

o misvamua:zusudsolonais
= fuviudavdarhuatisvsavenaisitigadovAus:uu ISMS 1wu ulsuig, duaaumsdiduvy,
JuRntkamMsal, uass1ev1umsUs:LiiuAULESY
= msUsuUsvlonansagvdatlioviwalkanandavAudamKkuauazuiasnsauluaAvUasaisn
Wasuudavlu
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e UNUINYBVAUVIUAIUUUAYUaDaATYDYTaa (ISMS Team)

o MSHABdUSULLANISASIVAILASKUAS
= fiuvIu ISMS davdamsinousuuazasivAuasKUASIKAUWIALIUNAAULAYIAUAIIUTIUAYD
Jaoanguavdayauazunuinuavwinwitumsuguamudamkuauaw ISO/IEC 27001
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° UNLUINKRUINLAZAISURIUSIU

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e unuinuavwuaviunaau (All Employees)

o msufuamuuleviguazduaau
= wiaviunaaudavdijudicuulaviguatuaaunmikualagsuu ISMS
= Mss1gvIukamsainiigIdavAuAIUUUAYUaDaAgUaRTaYamudUaauURfKkuQ
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e unuinuavwuaviunaau (All Employees)

o misUalUavdayallaznislgvius:uuagivlaaane
= wuaviuGavsurasaulunsunloviayauazldoiuszuulonuvovavAnsagivlaaane
= misszassvlunsvanIsioyadiuyAnalazdayanisndIudingy
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001

e unuinuavwuaviunaau (All Employees)
o msiidausoulunisUsudsvs:uu
= wUnAviuawsaddiusiulumsusudsos:uu ISMS Tagmsiauatuzuazudvduanuaatiutiginu
u1asmsAULUALUaDOAYUDLTDNA

1
a—l

= MISINSOUADASSUAISHAdUSULLA:AISASIVADINaS:KUASNvalagniuvIu ISMS
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° UNLINKAUINURENISHRIUSIU

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e msiWnausuuazmMsaswvAduas:Kuns (Training and Awareness)

o AIWAIAYUIVAISHADUSY
= misinousulluavaiAsylumsikadnusuanav=nsiludriksuwinviunaaulunsuguanu
urasziu ISO 27001

= msilnausuAdsAsaunauivulgvlgazguasuntigldovAuANUTUAYUaDaAYUVIDYA

N_/CIPAT

aganaugaaduuianssuinaluladlaiuas
Cyber Innovation Promotion Association of Technology




° UNLINKAUINUAENISHRIUSHIU

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e msiWnausuuazmMsaswvAduas:Kuns (Training and Awareness)

o MISASIVAIINASIKUAS
= msadwanuasKUnsRgIAUAsAnMUNIBLIUBSIa:IEMsTavAulludvdArylumsuntovioya
UOVOVAANS
= msiof’mﬂssuua:unuluzylvT'Iaas‘w\m:nums:hJﬂs WU AMsvaduuu, msuanludad, KSanisavalua

wavtdiou
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° UNLUINKRUINLAZAISURIUSIU

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e msiWnausuuazmMsaswvAduas:Kuns (Training and Awareness)

o msinousuogvcallion
= msilnousuAdsiluns:zudoumsidallovuazinsadianagiaua tWalkwunviunsiuavagAnmMUIKU
0 uasdsnsdovaunidUs=ansniw
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001

e mss1vIUIKaMSAIuazmsaauauav (Incident Reporting and Response)
o ASsSzUllazs1gvulkanIsad
= wiAvIuNAAUdYaNUISASYLE:18VUKaMSAIRAgIdavAUAUTUAYUasanRguaviayaldasy
S2Q18)

o

= Mss1gvIUIKaMSAiAdSTTUCRURTaULA:aWISaUUIAMUTAYE
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e mss1vIUIKaMSAIuazmsaauauav (Incident Reporting and Response)

o MsQauduavadIKkamIsal
= fivviuAIUUUALUaDaAYUaVLTaYadavilWuNISaDUAUDYaIIKOMSAINDUS:EANSMW LWalK
auisavamsaulkansadldagivsiaisillazaanans:nuna1iAaiu

" A1S0DUAUDVAISASDUAQUEALAISASIDADU, AMsUS:LTUADIULEYY, Llaznmsadumsualy
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° UNLINHRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e mss1vIUIKaMSAIuazmsaauauav (Incident Reporting and Response)

o msdaarsmuluavAns
= msdoarsmuluavAnsiusskawmsdamsikamsaitdudodiAty WalAwnvIUNAAUNSIUED
doiunisadlaznisaitiaunIsnAavinauu

= misdoaisndstlulUagvldsvlauaznsaunaunnWgniAgIuDY
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e msusuusvas:uoumsuazmsufjuamudadikua (Continuous Improvement and Compliance)

o msuUsuUsvagivcalliov
= avAnsdavinsasIdaulazusulsvas:zusumsAuluAvUasangvavioyaagvdallon Walk
wdfaduiasaisAudaaanggoavijds:ansniw

= mslswanisUs:zliiutaznisnundutwWainuidsudsvas:zudunISLLazuIaASAIS
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° UNLUINKRUINLAZAISURIUSIU

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e msusuusvas:uoumsuazmsufjuamudadikua (Continuous Improvement and Compliance)

o msUnutmuiafikuQ
» nmsufuamudasikuavavuiasyu ISO/IEC 27001 WuavdAsylumssavinnuduAvUlasans
JEWIBITE
= msrimsasIadaumelulla:AIsNUNIUAISUSKIsagvaltaua WalkuulainovAasUfuaaiudo

S1KUQNLYKUQ
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° UNLUINKRUINLAZAISURIUSIA

unuInktnAsGaiusiuyavRUSKISUa:waavIulus=uu ISO/IEC 27001
e msusuusvas:uoumsuazmsufjuamudadikua (Continuous Improvement and Compliance)

o MSPOAMSI9vIULLAzIDAANS
= misdarnsiwvuLazenansntnglovAumsuuamudamikuataznisusulsvas=uduns Wuav
drAsylunisasiddaullazus:liuAdIUdDQAIDLAULIASTIU

= mIsvarmaaIsagvgnfavuazAsunduBdIglirauIsadamuuazusuusvlaagvidus=ansniw
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Q Workshop

Jaaus:avAanisni Workshop

WalkitisouausuldBausua:IaluanissanmsanuiFgvmuuiasyiu 1ISO 27001 Toa
wdazndua:ldsulondnuancdivauWasiasvaniunsaila:wuuInIasSAISAIUALANULEEY

ndn1n1sn Workshop
e (Klausuuuvaanllu 5 nau
e lAudaznduirokinnduiWaus:anuvuuaziAuquamsdiliuviuyavndy
e lRudazndumkuaktinndiksuandnnduudazau wu Woadufia, WItAs1:Kdoua Las
WULduo
e ausaldnouwdiaas [ Tablet / Smartphone msuitduawaviula

e (KaMlang Workshop naua: 30 ui KSamunvaIkuaunIs
e (Nlduonaua: 5 uin
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Q Workshop

long Workshop ndun 1: mshudiuuuwssv (Phishing Attack)
o dmumsal: Ds1gviuniddwansdognavlugowunviuludrunn:ziiouuridngnas lagwargiukaaniik
wlnviuasandayalings:uulasu Boonamilkdoyadiuunnauazdoyamsidugnulue
e Mss:ullazUs:LIUANULEYY:
o stusiwAnmu (Threat) ?
o wans:nu (Impact) ?
o Tomanifa/Anuua:lu (Likelihood) vevAsAnmMU?
o s:auANUIELY (RisK) ?
e 2anuUULIOSMSAIUAUANULIEDY (Risk control measures design)
e MvuWUMSYamMsANUIEEY (Risk Management Plan)

N_/CIPAT

aganaugaaduuianssuinaluladlaiuas
Cyber Innovation Promotion Association of Technology




Q Workshop

long Workshop ndun 2: mstihfivieyalasluldsuasuaia (Unauthorized Access
o amumsai: ImsAuwuNiduananluldsuauanaansadidvs:uumudayavavdrinn:zliguuKkIdINeds
soonamilkdoyalnAnvuaunainsanlamekdoudly
e Mss:ullazUs:LIUANULEYY:
o stusiwAnmu (Threat) ?
o wans:nu (Impact) ?
o Tomanifa/Anuua:lu (Likelihood) vevAsAnmMU?
o s:auANUIELY (RisK) ?
e 2anuUULIOSMSAIUAUANULIEDY (Risk control measures design)
e MvuWUMSYamMsANUIEEY (Risk Management Plan)
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Q Workshop

Tong Workshop nauf 3: mslhuéiuuu DDoS (Distributed Denial of Service)
o amumsad: Tmshuduuu DDoS Armiks:uuSulsduavdianzlisuukidnerds Tuawnsaliusmsla mik
Wigvuluauisawnivioyauazusaisaouladla
e Mss:ullazUs:LIUANULEYY:
o stusiwAnmU (Threat) ?
o wans:nu (Impact) ?
o Tomanifa/Anuua:lu (Likelihood) vevAsAnmMuU?
o szauANUIELY (RisK) ?
e 2onuUULIOSMSAIUAUANULIEDY (Risk control measures design)
e MvuWUMSsYamMsANUIEeY (Risk Management Plan)
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Q Workshop

Tong Workshop ndun 4: msasykigvovdoya (Data Loss)
o amumsali: Tmss1gvusinmsaayrsvavdoyalliovmnssawsniivisyafiannuiderKe soo1oMmii
Uoyadneydeyriall
e Mss:ullazUs:LIUANULEYY:
o stusiwAnmU (Threat) ?
o wans:nu (Impact) ?
o Tomanifa/Anuua:lu (Likelihood) vevAsAnmMuU?
o szauANUIELY (RisK) ?
e 2onuUULIOSMSAIUAUANULIEDY (Risk control measures design)
e MvuWUMSsYamMsANUIEeY (Risk Management Plan)
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Q Workshop

Tong Workshop naui 5: mstgsawduwsnluldsuauaia (Unauthorized Software
Usage)
o amumsal: DmsAuwusdwlaviuuAUdGadvsawdsaluldsuausyrnavlunauidiaasuavdunn:1iou
UK1INENds BoorplanulFsvMAdawdSILa:nsa:liaauans
e Mss:ullazus:LOUANUIEYY:
o stusiwAnmU (Threat) ?
o wans:nu (Impact) ?
o Tomanifia/axuu:zu (Likelihood) uvavAsAnAIL?
o szauANUIEeY (RisK) ?
e danuUULIOSMSAIUALANLLIEDY (Risk control measures design)
o JvuWumMsdamsaNUEeY (Risk Management Plan)
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Q Workshop

(Kuaa=naus=auauavrin Workshop
e {Ka1lunsriht Workshop aaua: 30 uii
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Q Workshop

Untduawanmsmi Workshop signqu
e {AUazAqUavLUNUDDALIUINLEUD AQUa: 5 Ui
* 3NYIASHNADUSU Ua: RUSKISKUIEvIU/MuNuRUsKis WuRlkA=tuuLtdangu
e dasUwamsn Workshop

£ M ‘

/\ N
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° dsUuazaaumIniu

asuavnlaissulukangasd
e AganMUNMVlslUasiugn Al
o UndunnalkiAaawayrnssumvlsiuas (Cyber Crime)
e Us:zinnuavagnnnIY
o AsdifnuIAgANAMUNLTBIWDS Nad1vWans:NUCDSUULASEAD
o Us:lgylduavsasdvuunvlanangs:uuaisautnaA auuudniv ISO/IEC 27001
e ISO/IEC 27000 Series
e ISO/IEC27001:2022 10daskua(Clause)
e ISO/IEC27001:2022 Key Clause Structure (Clause 4-10)
e ISO/IEC 27001:2022, Annex A : 11 New Control (Highlight)
e MsAudaLlovN1vssADMIULUINY ISO/IEC 22301:2019 Wavdu (BIA,RPO,RTO,MTPD)
o msuUs:zldunULFeY (Risk Assessment) 1avdu
 nagnsmsussimaAuiFew (Risk mitigation strategies)
e msMikualpsvasivmssuliolazanauauavdaasisanmuNvlsiuas (SOPs)
e NIST Cybersecurity Framework v2.0
e unuINKtNALA=AISTdIusIU
e s:audauavmlong Workshop
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www.MySurachet.com

@ 085 636 2551
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