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9.2 stgzuovmsAAus:uu (Disaster Recovery Phases)
e Activation Phase
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9.2 S:gzyavAISAAUSIUU (Disaster Recovery Phases)
e Activation Phase
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9.2 S:gzyavAISAAUSUU (Disaster Recovery Phases)
e Notification Phase
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9.2 stgzuovmsaAus:uu (Disaster Recovery Phases)
* Damage Assessment Phase
O S:UdIKQLA=SSSUBIGUDVAYWUD
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9.2 S:gzyavAISAAUSUU (Disaster Recovery Phases)
e Execution Phase
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9.2 S:gzyavAISAAUSIUU (Disaster Recovery Phases)
e Reconstitution Phase
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9.3 uwuuwAswua/ ununmsadumnssanmunvlsuas (Disaster Recovery
Plan - DRP)
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9.3 uwuluwaswua/ ununmsadumnssanmunolsuas (Disaster Recovery
Plan - DRP)
JuaaulumsOOLUWUNUWAIWUD

e AMKUQNUAAU
o Operations Recovery Director
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9.3 uwuluwAswua/ ununmsadumnssanmunolsuas (Disaster Recovery
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Ms3lAs1:knans:nunvssaskan (BIA : Business Impact Analysis)
3708 ISO/IEC 22301:2019
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Ms3lAs1zknans:nunvussaskan (BIA : Business Impact Analysis)
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Ms3lAs1:knans:nunvssaskan (BIA : Business Impact Analysis)
3708 ISO/IEC 22301:2019
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Ms3lAs1:knans:nunvussaskan (BIA : Business Impact Analysis)
3108 ISO/IEC 22301:2019

MTD [ MTPD
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anog1v Back and Recovery Plan uu Digital Device nlaadanaau

Line : Instat Message

¢ Settings ¢ Back up and restore chat history Q)

Profile Last backup

Backup size

E Account
& Privacy . ) .
RPO (Recover Point Objective)
0O Keep Back up how often
e Everyday
P oogle account . Every 3 dCIy
Backup PIN
[® Back up and restore chat history acl ep, - o Every week
#@ Easy transfer QR code ° Every 2 WeekS
e Every Month
Restore

® Stickers

| acKkun
é Themes .- _I' '.|', iCkup dala o ud storage and clea urf
® Coins @
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9.3 uwuluwaswua/ ununmsadumnssanmunolsuas (Disaster Recovery
Plan - DRP)
guaUluNISIOUNUNUWAYWUD
e Us:zldullazvaarqQuAINaEIAYUDVAIIULEYYD
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9.3 uwuluwaswua/ ununmsadumnssanmunolsuas (Disaster Recovery
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9.3 uwuuwAswua/ ununmsadumnssanmunolsuas (Disaster Recovery
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9.4 msdisovdoya (Backup)
e Us:tnnnisdisaviouya
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9.4 msdisovdoya (Backup)
e Us:tnnnisdisoaviouya
o msdisovdayauuut@u (Full Backup)

o msdrsovdoyadrutwu (Incremental Backup)
o msdrisavdayanuandivau (Differential Backup)
o mstaaauszianaisdisovdoyanikuizau
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9.4 msdisovdoya (Backup)
e nagnsaisdisovdoya : MsUsuls 3-2-1 Backup Strategy

3-2-1 Backup Strategy

3x Copies 2x Storage Media Ix Offsite Copy
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9.4 msdisovdoya (Backup)
e nagnsaisdisovdoya : MsUsuls 3-2-1 Backup Strategy
o msUnlavdayasgvdaliiov (Continuous Data Protection — CDP)
Lazmsaannudidouvevdaya (Deduplication)
o uSmisAAudoua (Disaster Recovery as a Service — DRaas)
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9.4 msdisovdoya (Backup)
e nagnsaisdisovdoya : MsUsuls 3-2-1Backup Strategy
o msUnlavdayassgivdaliiov (Continuous Data Protection — CDP)

New York

Continous
Data Protection

London

-
-
-

V CI PAT New Jersey

A AR el O dauamn https://www.javatpoint.com/continuous-data-protection



https://www.javatpoint.com/continuous-data-protection

° ANTAAUNSWEFULALAITANUUINU

9.4 msérsovdoya (Backup)
e nagnsaisdisovdoya : MsUsuls 3-2-1 Backup Strategy
o msaandubidouvovdoaya (Deduplication)

Deduplication

-

N_/CIPAT

I st s bkt doyamn https://www.hsb.nl/the-importance-of-deduplication/



https://www.hsb.nl/the-importance-of-deduplication-and-adjudication-in-identity-management-solutions/

° ANTAAUNSWEFULALAITANUUINU
9.4 msdisovdoya (Backup)
e nagnsaisdisovdoya : MsUsuls 3-2-1 Backup Strategy
o uSmisAAudaua (Disaster Recovery as a Service — DRaas)

DRaaS /

__~"REDUCED COST

LOW RECOVER TIME

REDUCED DATA
SERVICE PROVIDER’S CLOUD

DISASTER 3RD PARTY SERVICE PROVIDER OR PUBLIC REPLICATION OF
DATA AND SERVICE
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9.4 msdisovdoya (Backup)
e (uONUAUaNIsd1savioya

o fitkuansaulAsvasvilaznagnsn1sdisavioaya
o s:ydoyalaoAanswaaundiAny
o dudiumdrsevdoya munagnsnmkua
o vatfiu/iths:v Favufindaya munagnsnmkua
o nagaumsAAuamwioaya s:ezpalazANUAMUAagnNsAmKuQ
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9.5 ukavAAuAgwWUG (Disaster Recovery Sites)
* Hot site
e Cold site
e Warm site
e JpdundowacdomsidonuszianukavmsAAUAYWUD
e mMsidonaniunAvuavUKALARUAYWUD
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9.5 ukavAAuAgwWUa (Disaster Recovery Sites)
* Hot site
o Hardware, Software , Network , Human Resource , Knowledge
o Distance
© Fast Recovery
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9.5 ukavAAuAewdG (Disaster Recovery Sites)
e Cold site
o Resource Limit
o Facility Limit
o Slow Recovery
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9.5 ukavAAufewdd (Disaster Recovery Sites)
e Warm site
o Normal Resource
o Normal Facility

> Normal Recovery
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9.5 ukavAAufewdd (Disaster Recovery Sites)
pduRdowaconisidanus:iAnukavMsAAUASNUE
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o a1 (Time)
O ?i\)ﬁé1ﬁzyda§sﬁah§aa\)ﬁﬂs (Business or Organization Priorities)
o vuUs:uieu (Budget)
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9.5 ukavAAufewdd (Disaster Recovery Sites)

e MSIE0NANUAALUIOUKAVARUAYWUE
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9.6 uWusFaanstIvAAuAswUa (Disaster Recovery Communication
Plan)

e rmsdisovdoya (Data backups)

o adwiunIsdoans (Create Communication Team)
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e mstintaAudAeyuavAIss1gvIuaLIIludD
e msAaAUnagNsAsFoans

e mssoudonnudearsiduklivlded

¢ AMSNQdDULWUNSHDAS

o Junaulfuadiksumsdoanslugonninedrdon
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9.6 uWuMsdoaisyIvAAuAgwUG (Disaster Recovery Communication
Plan)
e msdisovdoya (Data backups)
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° ANTAAUNSWARULAZAITATLHUIUY

9.6 uWuMsdaanstIvAAuAswUa (Disaster Recovery Communication
Plan)
o adwiAumsdoans (Create Communication Team)
o pIsfkuaklnnAUSURQuauauGaluiiy
o MKualkdvavnivaaaaaurdalunuuinnd 1 savnv

© FDSUCT]ST\)HUUE) laslns uas UE)\)n'I\)ﬂ']SC'IOCIE)E)UUE)\)EIU'IUﬂZUnUﬂﬂﬂu
lWE)EI:OZ)ﬂSDOlgDIUﬂ']SHE)EﬂSﬂSfUlﬂO Incident U UU
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9.6 uWuMsdaanstIvAAuAswUa (Disaster Recovery Communication
Plan)
o MstinloANudIAyuavMss1ovIugvIIdudanidulddrulde
o Jayalfgirnuanumsaiddauu
o uwumswWuw uasszgzparlumsAuaniwliioiuldaoiau
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9.6 uWuMsdaanstIvAAuAswUa (Disaster Recovery Communication
Plan)
e mMsAaAUnagNSMsIoans
o tasAoRavms (Commander)
o TasAomKkinfus:zauviu (Co-Ordinator)

]
2 _|2._|.|

o TasAarmkiniRdoaiskan (Communicator)
o davmsANnuYddgkdadalas/Kudeviuladiv (Cooperation)
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9.6 uWuMsdaansyIvAAuUAgWUG (Disaster Recovery Communication
Plan)
e MssouloANUdaasWuKkiolded
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o { Dialog (umsdaaisndalouldnavg dksunidsuldidguaaszs:=qu
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o Foaissrgazidgansduinidu
o gAsuaavuagvtdunivais
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° ANTAAUNSWARULAZAITATLHUIUY

9.6 uWusFaansEIvAAuAswWUa (Disaster Recovery Communication
Plan)
¢ AMSNQFDULNUAISHDAS
o nadaumulwunagnsaNUdaLtovnvssa» (BCP Strategy) Axudua:
stgza munmkuaBluuwy
© NUNJULLIWUASEDANS
o UIWanIsnadauuIWwauuIUsSuUsSLa eI
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9.6 uWuMsdaaisyIvAAuAgwUG (Disaster Recovery Communication
Plan)

e gunaudiuadiksumsdoansiUgoRningddov
o pglupimsnavullaniimsdaaislugonningdlvow
o kanldgvmsaunuingnuulagluindu

S

o asgundacaunnacmunmrualblulalkandunsavd

S

seilWSuagnu

)

» NodonduBwwalkaacionau
» Jufindoyantigrdovaumsaaciauu
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dsduniSgu : msaAunswagautiaznisaiduviu

o JowiuAmswWuws:uutazdoyalknauuidvuldmudndagivsialsd

° S—ﬂl:l'lﬂi)'lUC]'E)ldE)\)IUﬂ'lSﬁ'llUUﬁSﬁDUE)\)E)\)F'iﬂS
o mMs3AsitkWanssnun1vssa (Business Impact Analysis : BIA)
o mMsUS:LTUAULELY (Risk Assessment - RA)
o ms>wuwuWuw (Disaster Recovery Plan : DRP)
O msnoaauuwuf\luvy (Disaster Recovery Plan Test)
o d1soviioya (Backup)
o MsIALOSYULKAVAAUAIWUG (Disaster Recovery Sites) E
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@ nstnagnsnIsanANULRSTUTE

10.1 nagnsmsusstmanuidew (Risk Mitigation)

10.2 msAouAuAuEeY (Risk Control)

10.3 uhasmsA UAUAIULNATA (Technical Controls)

10.4 U1OSAISADUAUAIUAISUSKISDONIS (Administrative Controls)

10.5 viasmisAuAudumomw (Physical Controls)

VCIPAT

T,Tﬁ"l
Cybl thtA tofThlgy




@ nstnaansnIsanANULRSTUTE

10.1 nagnsmisaanAuidev (Risk Mitigation)
* 35A1521VAAYNSAISAOAUIFY
e Us:loulomadidauazwans:nu
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° nstnaansnIsanANULRSTUTE

10.1 nagnsmisussimAuidev (Risk Mitigation)
* 35A1S21VNAYNSAISUSSINIAAULFY

Risk mitigation strategies

Four basic ways how to treat the risk

Accept Avoid Transfer Reduce
Hope it doesn't Cancel the source Move risk to Decrease probability or
happen of the risk someone else impact

o> & & &
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@ nstnaansnIsanANULRSTUTE

10.1 nagnsmsusstimanuidev (Risk Mitigation)

e Us:zlgulomatnauazwans:=nu

O
O
O
O

O
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sarmlasvsiovavaduiFev (Risk Profile)
WSaulnguANMULEIYAUS-QUADULIEaVNVANSTaUsUla

31As1zKaunuuasus:login1nn1svanMsAIULEYD

S:UAJIUADVASUIVIASDAISKSISIUULIU
Us:1duWanIsItas1zkANuIdevAaunsaaguladidums
msriJs=Aune (Insurance)

AISHNDUSULLa=as1vAIINAS=KUAN (Troining and Awareness)
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10.2 mspouAuANuLEeY (Risk Control)
e MsnduAULGLUoVAU (Preventive Controls)
e ASADUAULGLASIDIU (Detective Controls)
e AMsAdUAULGLUATY
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@ nstnagnsnIsanANULRSTUTE

10.2 msAduAuAUEeY (Risk Control)
e MsnduAULGLYUoVAU (Preventive Controls)
o mistégurasmsniuaumsngv (Access Control)
o mslsawdiwnstovaubsaua:zuawns(Antivirus/Antimalware
Software)
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10.2 mspouAuANuLEeY (Risk Control)
* ASADUAULELASIDIU (Detective Controls)
o mMsasdIvaaus:uu (System Monitoring)
o msuufinua:asIvaauikamsai(Event Logging and Monitoring)
o mslgszuuasiddumsuasa (Intrusion Detection System - IDS)

g
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10.2 msAduAuAUEeY (Risk Control)
e AMsAdUAULGLUATY
o msdAus:zuu (System Recovery)
o msusuusvuiasmsaduduAvlasans (Security Updates)
o msiasikikamsad (Incident Analysis)
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@ nstnaansnIsanANULRSTUTE

10.3 uhasmsAd UALAIULNATA (Technical Controls)
e Twsroad(Firewall)

e s:uuasdpIuMsuasa (Intrusion Detection System - IDS)
e s:uulovAulsa (Antivirus Systems)
e mswinska (Encryption)
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° nstnaansnIsanANULRSTUTE

10.3 uhasmsAd UALAIULNATA (Technical Controls)
e Twsroad(Firewall)
o Statefull inspection
o Proxy Services
o Deep Packet Inspection
o Advanced Threat Protection
o |dentity-Based Access Control
© Secure VPN Support
o Al & Cloud Integration
o Real-Time Monitoring and Analytics
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° nstnaansnIsanANULRSTUTE

10.3 uhasmsAIUAUAIULNATA (Technical Controls)
e s:uuasdIUMsuUnsa (Intrusion Detection System - IDS)

o Deep Packet Inspection - DPI
o Signature-Based Detection
o Network-Based and Host-Based Detection
o Policy Management and Customization
o Alerting and Reporting
o Real-Time Detection
o Post-Incident Analysis
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10.3 uhasmsAd UALAIULNATA (Technical Controls)
e s:uulovAubsa (Antivirus Systems)
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° nstinagnsnIsanANULRSTUTE

10.3 uhasmsAd UALAIULNATA (Technical Controls)
e mswinska (Encryption)
O SSL/TLS username:John

password:mypassword

sl
.-

Hello John ! Here is @

Web browser your personal data Web server

dDgrZdXFVa
ha3pIAsTCk

HTTPS

ELaNLbMETo @

Web browser b2MxkXntmz Web server
MocWIXCYUO

A N I f
AU ILETUY

ot iadlawad dayamn https://medium.com/@jayampathiadhikari/ssl-tls-simplified-c3c1f08051b2



https://medium.com/@jayampathiadhikari/ssl-tls-simplified-c3c1f08051b2

° nstnaansnIsanANULRSTUTE

10.4 L1OSAISADUAUATIUAISUSKISDONIS (Administrative Controls)
e ulgurguazvunau (Policies and Procedures)
* AMSHADUSULLA=ESIVANUASKUN (Training and Awareness)
e A1sasdpaaulazus:liou (Audit and Assessment)
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° nstnaansnIsanANULRSTUTE

10.4 u1asmsAduAVGIUMSUSKISIams (Administrative Controls)
e ulgurguazvunau (Policies and Procedures)
o gnueuzvavuluviguazgunaudriKkSuuIasASAIUALGIUAISUSKIS
yams(Characteristics of Policies and Procedures)
o mswauulguisuazduaau (Policy and Procedure

Development):nmsidnousuuazasivanuas:kun (Training and
Awareness)
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@ nstnaansnIsanANULRSTUTE

10.4 u1asmsAduAVGIUMISUSKISIans (Administrative Controls)
* AMSHADUSULLA=ESIVANUASKUN (Training and Awareness)
o MsinausuGIuAIUTUALYUaDQAESAULNA
o TUsunsudasionduas:kun
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10.4 u1asmsAduAVGIUMISUSKISIans (Administrative Controls)
* AMISHADUSULLA=ESIVANUASKUN (Training and Awareness)

Internal network
Firewall, instrusion

Perimeter detection and Host
Firewall, VPN and encryption Platform OS, patches
packet filters and malware
protection

Physical
Locks, fences and
security guards

App
S5O, authentication
and authorization

Policies, procedures
and awareness

Passwords, policies
and data classification

Data
Database, content
and message security

Elements of Defense in Depth (DiD)
N_/CIPAT

I st s bkt doyadin_https://www.wallarm.com/what/defense-in-depth-concept



https://www.wallarm.com/what/defense-in-depth-concept
https://www.wallarm.com/what/defense-in-depth-concept
https://www.wallarm.com/what/defense-in-depth-concept
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10.4 L1OSAISADUAUATIUAISUSKISDONIS (Administrative Controls)
e A1sasdpaaulazus:liou (Audit and Assessment)
o msasdvdaumelu (Internal Audit)
o msus:zliunULFeL (Risk Assessment)
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10.5 v1asAMsAdUAUAIUMYNTW (Physical Controls)
e ssuundUAUMISITID9N (Access Control Systems)
e Adovovasta (CCTV)
e s:uulavAudnAne (Fire Protection Systems)
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10.5 viasmshAduAudiuMenw (Physical Controls)
e ssuundUAUMISITID9N (Access Control Systems)
o mstguaswiu (Access Cards)
o mMsigskaniu (PIN)
o mslgs=uuaunuaretpioksatukin (Biometric Systems)
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@ nstnaansnIsanANULRSTUTE

10.5 v1asAMsAdUAUAIUAYNTW (Physical Controls)
e ndovovoasta (CCTV)
O msﬁoc%aa‘amvasﬂoiuu§13mﬁﬁn31ule‘ia\)ej\)
0 AISOSIDADUNAIWDINANADVIVISUQ

o AISUUNANIWDINNADYIVISUQ
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10.5 viasmshAduAudIuMenw (Physical Controls)
e s:uulavAudnAne (Fire Protection Systems)
o ms@aavszuuauwavaaludd (Automatic Fire Suppression
Systems)
o ms@advindavasiaduniu (Smoke Detectors)
o ms@iadvs:uuwuth (Sprinkler Systems)

- O =
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@ nstinagnsnIsanANULRSTUTE

asuunisgu : msmﬂaqns'msaon:nul?ia\)IUIz?
 nagnsmsussimaxudev (Risk Mitigation)
e msAduAuANULEeY (Risk Control)
e v1asmsAdUAUGIUINATA (Technical Controls)
e p1asmsAdIUALAIUMSUSKISIaMS (Administrative Controls)
e v1asmsAdUAuGIUMIMW (Physical Controls)

VCIPAT

T,Tﬁ"l
Cybl thtA tofThlgy




W

S syl ) N\ —
qg az LLazfauAInl VCIPAT & MYSURACHETCOM/

nnnnnnnnnnnnnnnnnnnnn 'iaﬂ”l.-mua:i‘
Cyber In cial /

|

50 i
% B }1

Q uestlons &

www.MySurachet.com

085 636 2551

surachet@catinfonet.com



