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’ ANSSNENANUNNUAILRANLRISRULNFA

1.1 msyamsaisaulna (Information Management)
1.2 msvamsdnanuai(ldentity Management)

1.3 msdiugucdau (Authentication)
1.4 mspduAumstingv (Access Control)
1.5 Amsasivaautazmsdamu (Monitoring and Auditing)

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
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a ANSSNENANNNUAILURANLRISRULNFA

1.1 msvamsansauna (Information Management)
e Msdalfudoya (Data Storage)
e mslUovAudoya (Data Protection)
e MsyamMsmstingv (Access Management)
e msuskisANWIEeY (Risk Management)
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’ ANSSNENANNNUAILURANLRISRULNFA

1.1 msvamsansauna (Information Management)

CONFIDENTIALITY

INFORMATION
SECURITY 3

AVAILABILITY
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’ ANSSNENANNNUAILURANLRISRULNFA

1.1 msvamsansauna (Information Management)
e Msdalfudoya (Data Storage)
o mstinskadoya (Data Encryption)
o msdisovdoya (Data Backup)
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’ ANSSNENANNNUAILURANLRISRULNFA

1.1 msvamsansauna (Information Management)
e mslUovAudoya (Data Protection)
o msAuAUMSIONGY (Access Control)
o msasddasutazmsaamu (Monitoring and Auditing)
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’ ANSSNENANNNUAILURANLRISRULNFA

1.1 msvamsansauna (Information Management)
e MsyamMsmstingv (Access Management)
o msdugucau (Authentication)
o msMikuadns (Authorization)
o UryBs19Baridvmu (Account)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.1 msvamsansauna (Information Management)
e msuskisANWIEeY (Risk Management)
o msus:zliunULFeL (Risk Assessment)
o msvamsaxudsv (Risk Mitigation)
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’ N19SNENANNLUAILUIAANUFITAULNA
msuUs:1ouAUIEeY (Risk Assessment)
wosaus=auA UL (Risk) = wans:znu (1) x Tomana:=taase (L)

* Impact: wans:znu

e Likelihood : loman»:=thane
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’ ANSSNENANUNNUAILRANLRISRULNFA

msuUs:ounULEeY (Risk Assessment)

NO Risk Level
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.2 msvamsdaanuai(ldentity Management)
e Ass:ysadnuad (Identity Identification)
o msavn:auild (User Registration)
o msvalAudoyadnanual (Identity Data Storage)

do-' MYSURACHET.COM




’ ANSSNENANNNUAILURANLRISRULNFA

1.3 msdiugucdau (Authentication)

Something you Something you Something you
KNOW HAVE ARE
Password or phrase Code from app or SMS -inger or thumb print
PIN Push notification -ace scan

USB token ris scan
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https://www.hsph.harvard.edu/information-technology/2022/10/03/october-is-cybersecurity-month-week-1/

’ ANSSNENANUNNUAILRANLRISRULNFA

1.3 msdiugucdau (Authentication)
e msdudgudauluukargduaau (Multi-Factor Authentication - MFA)
e MsvaMssKanWiu (Password Management)

FINGERPRINT
something
you ARE

2 Factor 2 Factor
3
Factor
2 Factor ?
PHOTO ID PIN CODE
something something
= you HAVE you KNOW
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https://www.borer.co.uk/borer-technology/multi-factor-identity-authentication/

’ ANSSNENANUNNUAILRANLRISRULNFA

1.4 mspduAumstingv (Access Control)
e nMsAkuadnsaiwunuin (Role-Based Access Control - RBAC)
e MshAdUAUMISINdYMUAUanYeu: (Attribute-Based Access Control -
ABAC)
e A1SAdUAUMSITIAVOIUAIQUULAUUEY B Mandatory Access Control
(MAC)
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’ ANSSNENANNNUAILURANLRISRULNFA

1.4 mspduAumstingv (Access Control)
e nMsAkuadnsaiwunuin (Role-Based Access Control - RBAC)

o MISIWNALOIUUNUINYROYWUADIU LEU WDAATS, WUALIUUIEY, WQLLASEUU
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.4 mspduAumstingv (Access Control)
e MshAdUAUMISNAYMUAUanYeu: (Attribute-Based Access Control -
ABAC)

o puayralKlgnavnsweIAslawI(uyIVIDAIMVIUKSDDIANAONLAWIEID DY
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.4 mspduAumstingv (Access Control)
e AISAdUAUMSIIIAVOINAIGUULAUUEY B Mandatory Access Control
(MAC)
o 10UNISAIUAUS:UUAIUIUAYUADAAYS:AUED LU NDVAWKSIKUITVIU
mMASY NA1sAkuas:AUTUAIILAULA:ENSMSITNALOIUS:AUAIILAUOY

a1auLKULUL AUU Y BT
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’ ANSSNENANNNUAILURANLRISRULNFA

1.5 msasivaauuazmsiamu (Monitoring and Auditing)
e Msasddaaumstingv (Access Logging)
e Ms3lAS1EKIa:Nss1eviu (Analysis and Reporting)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
e MssSavIANUUUAVUaDaATs:uUUUGS (Operating System Security)

e mMssaviAIUUUAYUaaaAgsawdlds (Software Security)
e mssaviAILWUUALYUaaasgasawds (Hardware Security)
e Msasddaouliazmsaacu (Monitoring and Auditing)

e msuskisANWIEeY (Risk Management)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
e MssSavIANUUUAVUaDaATs:uUUUGS (Operating System Security)
o msadlaauaz=uwngs:uu (System Updates and Patches)
o msmKkuamogwlaaany (Secure Configuration)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
e mMssaviAIUUUAYUaaaAgsawdlds (Software Security)
o mswauunsawdwsagwlasans (Secure Software Development)
o msasddaauboavlkd (Vulnerability Scanning)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
e mssaviAILUUALYUaaasgasawds (Hardware Security)
o msmuAuMSINavasawds (Hardware Access Control)
o mstéinalulagshwvinduduAvUasans (Security Technologies)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
e Msasddaouliazmsaamu (Monitoring and Auditing)
o msuufnikamsad (Event Logging)
o msasddaautkansad (Event Monitoring)
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’ ANSSNENANUNNUAILRANLRISRULNFA

1.6 MssaviANuluAvUasansuavuwaawasu (Platform Security)
e msuskisANWIEeY (Risk Management)
o msus:zliunULFeL (Risk Assessment)
o msvamsaxudsv (Risk Mitigation)
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’ ANSSNENANUNNUAILRANLRISRULNFA

asuuniSou : Mssav1ANULUAYUADaAYaSaULNA
e MsSAIAIUAUYUDVTUDYa (Confidentiality)
e AdwgnGovuavdaya (Integrity)
e AdWWSauldvmuvovdaya (Availability)
e MSsYaMSINANUAILA:ANSAMSIINAVUIVRIG
(Identity Management) CONFIDENTIALITY
e mMsdugucdau (Authentication)

e MsAduAUMSLINGY (Access Control)
_ o _ _ INFORMATION
e AISSALIAIUUUAYUaDQAg UV ILWAQWDSU SECURITY 3

(Platform Security) ol e
NTEGRITY
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’ ANSSNENANUNNUAILRANLRISRULNFA

Workshop Question 1

uSun: uS¥n ABC Technology GguanAuawienidlanuazdoyavavanfandafuBluaud
doyanavaglukargus:inA uUSENdavMsens:auAUUaDaAYYIDYALLA:S:UUYDVAUTR
udvunsvaviuiesuiioAussanmumvlsluashwudutazWasuudavasvdatlion

lond 1: misUs:tiduua:zusuusvs:uvulkiduldoukan CIA Triad
131As1zRIaUs:dus=uuUoaUuuuavusen ABC Technology (uaiunA»uau
(Confidentiality), Axwauysad (Integrity), uazAxuwsauidviu (Availability).

2. aswuwumsusulsvs:uuivzidawuaulasansdoyalagoAosanms CIA Triad wou
a5u1gfivwans:nuta:us:loslinusgna:ldsumnnsusudsoi
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’ ANSSNENANUNNUAILRANLRISRULNFA

Workshop Question 2

uSun: uS¥n ABC Technology GguanAuawienidlanuazdoyavavanfandafuBluaud
doyanavaglukargus:inA uUSENdavMsens:auAUUaDaAYYIDYALLA:S:UUYDVAUTR
udvunsvaviuiesuiioAussanmumvlsluashwudutazWasuudavasvdatlion

ond 2 : msooauvvua:wauiulauiganuduavdasanslky
l.oonuuuulgunigadnuluavlasangiiasulonunsanmulkue No1dadu ulsugnds
ASaUAQUNYAISUBVAU MSASIDIU LaznIsadUdUdvAaLKaMISad

2. a5u1gulsunelkula:telkusenauisalatlovdayauass:uuldagvls soudvISMSND:E
Waus:1Duua:asiaauls:ansmwuavulouig
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’ ANSSNENANUNNUAILRANLRISRULNFA

Workshop Question 3
uSun: uS¥n ABC Technology GguanAuawienidlanuazdoyavavanfandafuBluaud
doyandvaglukaiaUs=tnd uS¥ndavnsgns=auAdIUUasaAgyaviayallas:uuyavauli

ugvunsvdviuwasulanunsanmunvlsluasniwuiutasllasuudavagioaatlion

ond 3 : msoaauvvua:wawmulsvisanuduavlasanslnki
1.9arMMS3IAS1:AAUIEYVYDVS:UUANSAULNAYDYUSEN ABC Technology WDISEUNHVNVAY
AnAMUAglulazAMguan

2 99ALUULLINUMSDIAMSAULIEIVAR:IGUavAULA:USSINMAIUIEEYAS:UTA UWUAISSIUFDIS
AsasIpdaula:uSuUUSLUNUASIANMSANULFDDEDCDLTDY
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