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Information Security Managment Systems(ISMS)
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’ Auanamunielgiuasiuam Al : Economic Review

i lduuazduasianifinduaindaanaiunislantzsiuasg

Percentage of internet users in selected countries who have ever experienced any
cybercrime in 2022
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i lduuazduasianifinduaindaanaiunislantzsiuasg

Share of adults worldwide who have experienced cyber crime as of January 2023

Computer/mobile device virus
Mobile /5M5S scam
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i lduuazduasianifinduaindaanaiunislantzsiuasg

Estimated cost of cybercrime worldwide 2017-2028(in trillion U.S. dollars)
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JudssunagiuamuduasdaannglgiuasinazUssing

Percentage of IT budget allocated to security, by country.

Brazil . 15.0%
Colombia N 14.7%
Saudi Arabia I 14.0%
South Africa HIIIIIEIENEGEGEGEGEGEGENENEEEEEEEEEEEEEEEEEEEE 13.9%
Turkey NN 13.7%
USA s 13.7%
Chine NN 13.3%
Mexico NG 13.2%
Australia NN 13.2%
Spain NN 12.3%
France I 12.0%
Japan N 11.5%
Canada 1 11.1%
UK I 10.9%
Germany NG 10.8%
Singapore I 10.5%
italy EEEEEEE 10.1%

~ Figure 24: Percentage of IT budget allocated to security, by country.
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lavarinaléifiaarsannssunislgiuas (Cyber Crime)

Means

*Knowledge
Skills
«Self-efficacy
«Family support

Opportunity etz |
«Access and availability :?ﬁtltUdgsl and 'bT"EfZ
*Resource availability n:g?;}ccli?i\}:;ma an
:‘éVorkloac!t *Provider preferences
.Rolmmlun] . *Beneficiary preferences
9o ciEnt «System reinforcement
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of dayamn https://www.secnia.go.th/2018/07/21/inSetheansisauavavalus/



https://www.researchgate.net/figure/Means-Motives-and-Opportunity-framework_fig1_336757143
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High

Medlum
Low
Sophistication of Attack Technical
Tools Knowladge
!’O)—|—|—|—|—|—|-
1985 1980 199 2000 2005 2010 2015

dv.o MYSURACHET.COM

High /z“
A
L~
%
Medium /I‘
-
-
-
Low
Sophistication of Attack Technical
Tools Knowledge

1985 1990 1995 2000 2005 2010 2015




6 US:lﬂ"UB\)ﬁﬂﬁ_ﬂﬂ'\U g_, MYSURACHET.COM

| N

|

1 l

J

JLL LI

| Y

il




G Ussinnaasnsaanmu

1.Malware (:Jaias)

e Virus: TaafiudesnluTusunsuiug uazunsnszanaludTusunsuiug LﬁﬂQﬂL%ﬂﬂTﬁqwu
e Worms: ilat$iunsnszanaluiniaiainalaaludasisn laaflusunsy

e Trojans: Tawisfivaausiflusandursaldiduduasa uavinnsTaufifiagninss

e Ransomware: fawisfdnswalnduasiliuaziFanalaiadandaaning

e« Spyware: dani$irasaandanazidudauaracililasldldsuauane
py al il Q o
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G Ussinnaasnsaanmu
2.Phishing (W%34)

e MsEANAnIatamuNUaanudattlunvastiayanidadatnanaanI il fiainada

ed?
2
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G Ussinnaasnsaanmu

3.Social Engineering (3AnssudvAy)

o ASIEIENIETAINeNTUNITHaananuAAaliTanadayaniiiuaudUnIastiunsAlA

Uaamnnel
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G Ussinnaasnsaanmu
4.Denial of Service (DoS) and Distributed Denial of Service (DDoS)

e A5 laudweNa uinliusnsaaulailugunsalviusnslalaanisaedsunaunisidau

UYuNN lUgadsnnasiiune

:a.a MYSURACHET.COM




G UszinnuaanaAnAL
5.Advanced Persistent Threats (APTs)

e A5 laudweNa uinliusnsaaulailugunsalviusnslalaanisaedsunaunisidau

UYuNN lUgadsnnasiiune
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G UszinnuaanaAnAL

6.Insider Threats (AaAnAuanAUTUDIANST)

o MIsANAIUTINNAINYUAARAETUAIANT 1FU WilnUTdAINUSERIAF 18T aINATASEIN LA

Uaaanalaalulasala
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G Ussinnaasnsaanmu

7.Zero-Day Exploits

o nslananlEdaslmindeliinisudlansadsznimsaaisisae: deinlinsilasduwiulule
2NN HUIYITeUANNNUAIUAaANAISHNITLANLURIUTaYaN UXUIENIUNALAA T UAINTTU

AvlaamsAe 1du Thai CERT, CSIRT 27a3riiaauaA19e) thansiudeaaanauiiludiu
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G UszinnuaanaAnAL

8.loT Attacks (n151audalnsal loT : Internet of Things)

o nslandyihludvansalnidausaduinasiis 19U nand93sle, aunsalauninlay,
szuu OT (Operational Technology)lunirana1rnssy, stuu Automation System,

alnsal PLC, szuu SCADA, szuu Industrial Internet of Things
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G UszinnuaanaAnAL

9.Supply Chain Attacks (n1sTauaviielgaUniu)

o nslandNhIUNFTIHUSAIsHSatwwaraaasinatinfessuuzasasAnIHIUNIS1auGdag

T luriielgauniu
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G Ussinnaasnsaanmu

10.Cryptojacking (nslinswennsvasgiulunisuansuin)

o MIslENSnannsvasAaUNIAaSIIRRUINAYAASUTALABSISURAa TN lASUaUG6
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° ALANANUNINLBLUDS NS NNANTEINUADTEUULATHEAY G svmcrercon

N1SNRRNYUNNTTUNIN LY LUAS NSUANEIN]

SingHealth anlauanvlgiuas nsnyraAn 2018
lasnssutayania 1.5auAu

SingHealth

Defining Tomorrow’s Medicine

dayamn https://www.secnia.go.th/2018/07/21/inSatngansiscuauavalls/
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N1SNARNYUNNSSUNINEELUAS ASAUAN NI

SingHealth anlauanvlgiuas nsnyraAn 2018
lasnssutayania 1.5auAu SingHealth

Defining Tomorrow’s Medicine
suuuun1sTauf |
e Hacker 1% Advanced Persistent Threat (APT) 1auf Front-End Workstation tWatinggiu
YAUANA

e Hacker iitagunylugdayauranssuuasainlus (‘A 13auas’)

RREFAT
dayarinas) 1.5 uau fipednsuu3nasi Specialist Outpatient Clinics uas Polyclinics 2a4
singHealth diais 1 wasA1AU 2015 69 4 nsnH1AN 2018 nuluaiaya Demographic (ID Card,
12 Ning] WA YULAR)

e anuluatinyaniIsave1an OPD

dayamn https://www.secnia.go.th/2018/07/21/inSatngansiscuauavalls/
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N1SNARNYUNNSSUNINEELUAS ASAUAN NI
sat1d Advanced Persistent Threat (APT) uanauidszine

Suspected attribution APT Target sectors
ran APT33-34.39 The travel |.ndustry qr?c.j IT firms that S}Jpport it and the
high-tech industry,military,commercial
government, international financial organization, and
ching APT1-8,10-27,30- | aerospace and defense organizations, as well as high tech,
31,40-41 construction and engineering, telecommunications, mediq,
and insurance.
industry verticals, including chemicals, electronics,
North Korea APT37-38 Y J

manufacturing, aerospace, automotive, and healthcare.
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N1SNARNYUINTTUNN YL UAS NTUANEIN2
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Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/
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N1SNARNYUINTTUNN YL UAS NTUANEIN2

nnA. gnlanfnielsiuasdnadauisisanala
audastlaliusnisseuuvanaiu diguiau 2020

Maze Ransomware Triple Threat

Maze Ransomware

Normal Ransomware Maze Ransomware

Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/
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N1SNARNYUINTTUNN YL UAS NTUANEIN2

nnA. gnlanfnielsiuasdnadauisisanala
audastlaliusnisseuuvanaiu diguiau 2020

~ < N Maze Ransomware
) -

ANULRENNE |
o IWagndudauaziihsiainaisanalalng
e Hacker tnaunsiayanaluaunlulanaaulai

o o

stﬂnﬁu@%’uu‘%mﬂﬁ%’uwam:mumnms‘[wﬁmﬂwmasmﬁ
e faslaszuuinalulagiaisaumaueaiu FIAs)
. ?Jﬂ‘u‘%mss:uuﬁwsxmu?}msuuuaauvlaﬁf 4IRS
e Uausnisuadwatadu PEA Smart Plus 33A51)

Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/
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N1SNABNZUNNTTUNN LY LUAS NSUANEINS

JBS Foods gnlauanielgiuas waun1au 2021
REvil Ransomware (Sanalalna

doyadwadv https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/
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N1SNARNYUNNTTUNIN LY LUAS NSUANEINS
JBS Foods gnlauanielgiuas waun1au 2021

JBS Foods atiiugsaatizndundssiidadaisralvananlulan svaanidadaniannusdalus
gnsgalusni dnilnenu 230,000AU aaanauINNI 5,20081UUSD.

suuuunIsTauf

e Hacker 14 REvil Ranhsomware Lwaaaﬂm‘stmms”uuwmusuw LARANIS ULA6
MNlvissAavas JBS Foods vielanzdn

UnI1 1 1HauU

=2De

NAaNSENU |
e JBS fiasllalseenunalauneiilan
. msmaumLuaammmmaﬁﬂmvm
. swmtuaammiamwuawu
e JBS @mtaﬂsmvlmtawmﬂﬁmam

doyadwadv https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/
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N1SNABNZUNNTTUNN LY LUAS NSUANEINS
JBS Foods gnlauanielgiuas waun1au 2021

ANSAAURUDY
o JBS singulaanamila 3nuu 11 a1uUsD ¥ unau REvil
e JBS Usvawulﬂmwmmmssmawmﬂﬂsvmmmuaﬂuaumummwnams
. mmmsmumwmmmaammﬂummuummqmms

doyadwadv https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/
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N1SNARNYUNNSTUN N Y LUasS NSUANEI4

CNA Financial anlausnielegiuas wguniau 2021
REvil Ransomware (Sanalalna

Joyadwav https://www.insurancejournal.com/news/national/2021/11/29/643569.htm
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N1SNARNYUNNSTUN N Y LUasS NSUANEI4
CNA Financial anlausnielegiuas wguniau 2021

CNA luuSsndseiudasralvailuandgaiusni nilnau 4,500AU Haan 80NN
7,000a11USD.

suuuunIsTauf |
e Hacker 14 REvil Ransomware LiiaaaAn1TIIN N9 UUYaIUSHN uaziayad AT uaIuTEY

NaNIENU
e CNA Financial Aasniaanisatiuaiuueaiu
 aNA1229 CNA Financial lidaunsatinfisdayaussiudavainu
o USHNGAFIRaT @ lALAzIRaTDIRS

Joyadwav https://www.insurancejournal.com/news/national/2021/11/29/643569.htm
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N1SNARNYUNNSTUN N Y LUasS NSUANEI4
CNA Financial anlausnielegiuas wguniau 2021

ANSAAUFUAN
e CNA singulaanaala 311U 40 a1uUSD 1A unau REvil
« CNA Uszanullfamiianudsunavaradsunasiudaiuiuaiunisgnanis
e HANITAUUFIINANUANALANAUANNLTANU LAz ANUITUAININAITINU

Joyadwav https://www.insurancejournal.com/news/national/2021/11/29/643569.htm
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N1SNARNYUNNSTUN N YL UaS NSUANEINE
Kaseya VSA anlauanielgiuas nsnrau 2021

Joyadwdv https://www.kaseya.com/press-release/kaseya-responds-swiftly-to-sophisticated-cyberattack-
mitigating-global-disruption-to-customers/
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N1SNARNYUNNSTUN N YL UaS NSUANEINE
Kaseya VSA anlauanielgiuas nsnrau 2021

Kaseya VSA atiiugsAatnenduldusaisganauidauaussuuszazlng
(Remote Monitoring and Management - RMM)

>
Kaseya

nsnHIAN 2021 Kaseya VSA 9n Hacker nau REvil Tauadas1n?

sULuunISTaUE
e unsn code Funsraluraiinizas Kaseya VSA iiiamiuANszuLAaNiiinasvasan@ il
UsINS | |
o l1fnannitnasuasanAmNgnAIUANASZAN REVIl Ransomware LinsvaInadayatnaisanala

al

N1TAALFUDY
. LJJBﬂﬂTQﬁJGW]'N Kaseya Tlaszuu Server WAIEILDITTINUA
. Ltaq"lwanmw"(mm VSA Ul On-Premise 1la Server anatduiy

Joyadwdv https://www.kaseya.com/press-release/kaseya-responds-swiftly-to-sophisticated-cyberattack-
mitigating-global-disruption-to-customers/
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N1SNARNYUNNSTUN N YL UaS NSUANEINE
Kaseya VSA anlauanielgiuas nsnrau 2021

NanszNu
o mwaﬂsm‘umamﬂﬂimiaﬂmﬂmw 1,000 LLIA ammwa”lﬂa
o aswmmLaﬂmﬂmqmswuua"%aLaﬂwm Kaseya VSA LLavamﬂs‘wﬂﬂTwm

NISAAUAUDS (”
+ 1ilagnlaudnie Kaseya Tassuu Server 1a4621a3719Mun »

®
. LLWTﬁaﬂm‘mewu Kaseya Wi On-Premise 1l Server Aaidunu Kaseya

o Kaseya liilganamlalnd aunsanaasianasdaussuule
. Kaseya update software Liiaufiludaslng
* Kaseya Uszaulufiniaausassgunanaialseing dasufiafuFuarumsgnanis

Tunsail

Joyadwdv https://www.kaseya.com/press-release/kaseya-responds-swiftly-to-sophisticated-cyberattack-
mitigating-global-disruption-to-customers/
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N1SNARNYUNNTTUNN LY LUAS NSUANEIN6
dayanuldluszuuaisisaugesilva Auanau 2021

doyadvav https://www.hfocus.org/content/2024/03/30032
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N1SNARNYUNNTTUNN LY LUAS NSUANEIN6
dayanuldluszuuaisisaugshiva duanau 2021

%
(% =}

Ui 6 fTuzNau 2564 dAsraudayanugruvasauliluszuuaisisaugeiiivanii ausra¥a

ol

sunLuunITTauR )
o waninaslandszuugiuiayavaslsanenuna iluldlanedg-ansu
. ?lTJJEI’LIﬂﬁJ&ﬂ‘Iﬂ“Uﬂ'J'\ musm%a | |
. wauawﬂﬂw‘[uﬂlmm R UNUANA ‘VlaEI WassAn Yueauthia Zaunndiianvaeld wazdalss
WENUIR

ERERAGE
. wmﬂummtammamsaﬂLLaﬂwauamuUﬂﬂa
. maaﬂuﬂﬂ"imwawaaﬂaw NIANI5INTTUNHANDNUE
. Laa%mammas"uummsmm
o gFANNANAIAAULTEYIYU

doyadvav https://www.hfocus.org/content/2024/03/30032
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N1SNARNYUNNTTUNN LY LUAS NSUANEIN6
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