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Security
and
Risk Management (Part2)

Instructor:
Surachet Suchaiya
PhD. Innovation MGT
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Risk Management Strategies arSRETeo!
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Risk mitigation strategies

Four basic ways how to treat the risk

Accept Avoid Transfer Reduce
Hope it doesn't Cancel the source Move risk to Decrease probability or
happen of the risk someone else impact

s & & ¢



Goal of Risk Management asmscrercon

To reduce the risk to an acceptable level while still able to pursue

business objectives

Current
Risk
Avoidance
Transfer
Risk - Mitigate =— Controls
Response - Acceptance

Risk
Appetite

Ugly truths about controls:
Control COSTS (i.e., control is not free)
Control may fail = Control Risk
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Risk Assessment Process

Step:
1. Identify assets, threats, Vulnerabilities.
2.Analyze impact and likelihood.

3.Prioritize risks.

Risk = Threat x Vulnerabilities x Asset Value



Quatitative Risk Assessment ap rsomcrercon

AV: Asset Value SLE = AV X EF
EF: Exposure Factor ALE = SLE x ARO

®SLE: Single Loss Expectancy
- Suitable for tangible/financial

ARO: Annual Rate of Occurrence impact
- Need a reliable and sufficient
ALE: Annualised Loss Expectancy amount of data

- Past statistics can be helpful
- Can be less subjective



Quatitative Risk Assessment

- Building on land = 1,000,000 THB

- 1Rireincadent will destroy 70% of the
building on land (18U J1NSINGVDE NAUEVDE
LaanwlruruQ)

- Fire incident will occur once every 20 years

1. Find AV, EF, ARO
2. Calculate SLE, ALE

af
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Quatitative Risk Assessment

- Building on land = 1,000,000 THB “

- 1Fireincident will destroy 70% of the n
building on land (18U J1NSINGVDEY NAUEVDE

waaniwlxuruQ)
- Fireincident will occur once every 20 years

1. Find AV, EF, ARO

2. Calculate SLE, ALE

ALE = 700,000 * 5% =



Qualitative Risk Assessment @ ecercon

- Suitable for intangible aspects, e.g.,
reputation risk

- Consider both probability and impact
- Can be subjective

- Sometimes is the best option if the
sufficient or precise data is not
available
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Risk Monitoring e

Continuous Assessment: Adapts to
evolving threats.

Example:

Conducting quarterly vulnerability scans.

Confirm organization change attribute
those create new risk.
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e Regulations : GDPR, HIPAA, PCI-DSS

e Importance : Avoid penalties and legal repercussions

Things to note : PCI-DSS is not a part of law, just regulation

create by private industry



™

Business Continuity Planning (BCP) &=

e Objective: Ensure critical functions continue during
disruptions.

e Components : Business Impact Analysis (BIA), recovery
strategies.

e Example : BIA priotitizes customer support during

outages.
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Disaster Recovery Planning (DRP) s

e Focus: Restore IT Systems and data after a disaster.

e Example : Cloud-Based backups for repid recovery.
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Personnel Security Policies & mscrercon

e Objective: Ensure employees understand security
responsibilities.

e Measures : Background checks, security training.



Social Engineering arsmscrercon

e Phishing: email to steal information or install malware
on user systems.

e Spear phising: A more targeted form of phishing ->
Target specific group of people or department.

e Business E-Mail Compromise (BEC) : Convicing receiver
to transfer funds or pay invoice.

e Whaling: Phishing that targets high-value or high-

ranking individual.



Social Engineering (2) R

e Smishing: Phising via SMS or instant messaging.

e Vishing: Voice-based phishing, e.g., via mobile phone or
VOIP Service.

e Shoulder surfing : Watch the person typing or their
monitor display.

e Hox : Convince target to perform an action that will

cause problem/reduce their IT Security.



™

Security Awareness Training ity

An effective cure against social engineering attack

e Goal: Educates staff on security best practices.
e Topics : Phishing drill, password management, incident
reporting.

e Example : Conducting phishing simulation exercises.
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Introduction to Data and

Information Protection




Data Classification ap rssmscercon

e Purpose : Catagorize Databased on sensitivity.
e Level: Public, Internal, Confidential, Secret, TopSecret.
e Approaches:
o Manual Classification : employees label data during
creation.
o Automated Classification : Tools use metadat and
content analysis.
e Example : Making financial records as ‘Confidential’ in
CRM.
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Information Lifecycle Management ap o

e Creation : Data is securely generated or acquired.

e Storage : Securely stored in databases, backups.

e Use : Secure utilization of data in operations.

e Share : Securely send and receive information.

e Achiving: Secure Long-term preservation of historical
data.

e Destruction : Secure deletion or shredding.
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Privacy Priciples and Data Protection

e Transparency : inform users how data will be used.
e Consent: Obtain permission for data collection and
processing.
 Data Minimization: Collect only what is necessary.
e Purpose Limitation: Use data only for specified
objectives.
Regulatory context : GDPR, PDPA.

Example : Requiring explicit opt-in for email marketing.
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AdAssunaN 1: misUs:LduLazn1sPaNISAULFAYL

31AS1:KoVAASAUNa Lazatdunmsus:ziounduidgvlaslsaas
AULEYY = AgANAIU X Govlkd x yamnswaau

s:U: lL.nswdaudney, 2.AgAnMUKan, 3.5001Kd

(Koaa1auAdINIGIVMUADIUAIAYLLA=LEUD LLUDNIVAQAIULEEL
WhKku1g: LaavAuadluaszudunsus:zliduAdIULIdgva=AdIUaIuIsalunIsun

lduduudmvvansntidususssu
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ADASSUAAN 2: A1SIIVULWUAIINGLTPYNIVSSAD (BCP) ua:msdAus:uu (DRP)

DOWUULIWNUAWdDLTEYNYSSAD (BCP) ua: uwunsAdus:zuu (DRP) d1ksu
avAASALWGayMslouaMulsluasS

WiaK1AdavAsaunau:

1.ms3tAs1:hWans:nuNvssao (Business Impact Analysis - BIA)
2.nagnsmsWuwdksSuWorAdudAey

3.0ucpumsAAus:uU IT soudivmisigssuudisavioyavunaidd

Whkwe: uaavlitBuivasovunudaniss:uundiAsyuavavAasilatiatkamsaill

ANQWU
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aoassunaw 3 : mslhudniviAdassuavau (Social Engineering) ua:nisilnausu
A2INUAYUADQAD
lkoanuuutAuWyadvAuas:kInsduauluavUasaisluavAnsiioaand U
[FovoamshudnviAassudvau

WiaK1AdavAsaunau:

1.msiagaumshuduuuilusy (Phishing Simulation)

2.35UavAu Spear Phishing, Smishing, ua: Vishing
3.MUztAgIAUMSIONISSKAWIULLE:ASSIVIULKAQMSE

Whkug: LaavlkiKuavAdud1AyuavAISHAaUSULLa=AISasSIvAILUASKUA (U

avAASIWaaayavlkiIAuAUUUAYUaDQAE
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AdASSUAAN 4 : misdaus:landaNalazA1sdan1sIvISEdIavaNa

(Klauauudsnmvmsvaus:zinndayaluovAnsnIsiou
[okNdavAsauAaL:

1.msuuvds:zian wu Public, Confidential, Secret
2.35msvauszinndayautuu Manual ua: Automated

3.0ucpuMsYIaMSIVISTIATaYA LU Msasv, msls, msriatgagivlaaans

WK1g: LaavAdwawsalunisvanistayaagivlanangnasqivasidiauaviaya
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Thank You

Let’s Connect with Us!
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www.MySurachet.com Biz Card Contact
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