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n1lu E-Commerce davs Cybersecurity?

Opportunity

e Revenues
e Growth
e Wealth

Risk

e SCam
e fraud
e Reputation

g.; MYSURACHET.COM



n1lu E-Commerce davs Cybersecurity?

[VE] UDD99UNAISNS1U

Post ' e Compliance/Law & Legal

Engagement / Traffic

_ e ADWIHDUU = s19ldszeza1)
Paid

Conversion
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n1lu E-Commerce davs Cybersecurity?

Ua289uUnndsSNsiu
e GRC Framework COMPLIANCE INTEGRATION
> o
1 [ MONITORING
RISK AND
MANAGEMENT REPORTING

> o

TECHNOLOGY
AND

GOVERNANCE GRC FRAMEWORK AUTOMATION
& o © COMPONENTS 06 P ©

https://www.techslang.com/definition/what-is-a-grc-framework/
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o1uey1nssunIvlsluasnoo:(s?
(What is cybercrime?)
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S9n Cybercrime uu:[ﬁufiaqnmuua:ms[aunm\) {UETS
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

: : : : )
Generative Al in Cybersecurity Market Size, Share, and Trends 2025 to 2034
(USD Billion)
O
$14.79
$12.11
$9.91
$ 812
$ 6.65
$5.44
$4.46
$3.65
& $ 2.45 $2.99
« 10K
2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034
Source: https://www.precedenceresearch.com/generative-ai-in-cybersecurity-market
https:/ /www.precedenceresearch.com/generative-ai-in-cybersecurity-market ;_, MYSURACHET.CON
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Number of DDoS attacks worldwide from 1st quarter 2023 to 4th quarter 2024

512,000
45?,&00/
445,000
2
5 385,000
320,000
296,000 300,000
274,000
Q1 2023 Q2 2023 Q3 2023 Q4 2023 Q1 2024 Q2 2024 Q3 2024 Q4 2024

https:/ /www.statista.com/statistics/1557643/ddos-attacks-global-number/
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Distribution of critical infrastructure industry sectors targeted by cyber incidents
worldwide from April to September 2024

Other 3%

- Facilities 3%
« Utilities sector 2%

Covernment services 1./7%

- « Financial services 45%

« Healthcare 30%

https:/ /www.statista.com/statistics/1607912/ critical-sectors-targeted-by-cybercrime-global/
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Cyber attack incidents (%) by region

Cyber attack incidents by region

Middle EQst .
Latin
America
Asia-Pacific
North ' . A—— Europe

America

R i
Source: IBM X-Force Threat Intelligence Index (2023)
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Distribution of cyber incidents in organizations worldwide as of September 2024

3 50%

3019 29.1% 2RB.TH
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https://www.statista.com/statistics/2483769/global-cyber-incidents-by-type/
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Distribution of industries worldwide most targeted by phishing attacks in 4th
quarter 2024

- Other 10.7%

Cryptocurrency 1.9% - Social media 22.5%

Travel 2.4%

-

- Logistics /Shipping 3.7%

Telecom 5.7%

- Payment 7%

- 5aaS/Webmail 23.3%

« E-commerce/Retail 10.9%

Financial institution 11_.9%

https://www.statista.com/statistics/266262/websites-most-affected-by-phishing/
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n Cybercrime uuwluuaganamuuazaisloudinivlsiuas

[ =

S

Udvonnalkinaosayrinssunivlsiuas (Cyber Crime)

Means

Knowledge
«Skills
«Self-efficacy
«Family support

Opportunity Motives
«Access and availability *Attitudes and beliefs

*Resource availability E:g?;}cé?ilx} esgciﬂ and
*Workload

*Provider preferences
*Beneficiary preferences
+System reinforcement

« Community
*Role clarity

g.a MYSURACHET.COM
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doyamin https://www.researchgate.net/figure/Means-Motives-and-Opportunity-framework _fig2 336757143
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Attack Tools (1aSoviantglunislHud)

®
High High | -1
Medium , ”/
Medium /,-
e L
Licyeas Low
Sophistication of Attack Technical Sophistication of Attack Technical
Tools Knowledge Taols Knowledge
1985 1990 1985 2000 2005 2010 2015 1985 1990 1985 2000 2005 2010 2015
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S9n Cybercrime uuwliungannmuuazmislbudnivlsiuas

Al Threats
« Deepfake / Phishing @8 Al - mikaisasi»dudululdanaiu

e Al-generated Malware / Al-bypassing EDR

e Msloud LLM wu Prompt Injection, Model Poisoning

Wans:nu: MIK Incident Response Plan a1#, dayanakaanwasuudav
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n1lu E-Commerce aavs Cybersecurity? ———

Risk Map voavsiumaoulau

e DQIFYVKAN '
o Website, Webpage, Marketplace
o |[nstant Message
o Payment
o Admin

e Supply Chain E-Commerce

e NADALAYYL = YoVNVIAUG Woudnalavmoe
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n1lu E-Commerce aavs Cybersecurity?

| o
Supply chain e-commerce Platform
@) -
Population 1 _
(Users) : ~ Security threat
Al Supply Chain
+ Process
.? _____ E-Commerce . < > ‘ - ‘
PO[-lLion 4 o ' Population 3
. Attack
(Manufacturers) Attackers
Suppl}' Chain ‘ -
. : tv threat
° Trade Management® . : Process ecurity threa
‘\ / @
-
https://www.researchgate.net/figure/E-commerce-supply-chain-architecture _fig3_37758878I :} T
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21vay1assunmvlsluasuaznalaveaada

mwsounalavAwuuae
4 nau

e yluovoua

e [AVSSASSU

e JQUYT

e Jals&lslgya
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21vay1assunmvlsluasuaznalaveaada

Scam

e MskaonadxvNMulnsAwn (Scammer Call)
e dlUaKaDNaAdVNUPANTWaSIVUU(Phishing email)

e MSKaonadVWIUUaAU(Phishing SMS)

e JuUadulWaKkaonadvio1toyaadudd (Fake/Phishing Website)
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21vay1assunmvlsluasuaznalaveaada

AskaonadlvWIulnsAwN (LLAvADaLEuLaDsS)
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21vay1assunmvlsluasuaznalaveaada
Fake Website & Phishing s

e 35a0: lawuAaly, avAaasiAl, UoAIIULSVADU .

o Jeyeyreutdiou: URL udan, HTTPS Uaoau, vadayatausnlu

e LUDVAUOSIDEDU SSL un

"
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21vay1assunmvlsluasuaznalaveaada
Fake Website & Phishing

C' J& KASIKORNBANK Public Co Ltd [TH]} https://www.kasikornbank.com/

= | www.kasikornbank.comn
”Hﬁ/ﬁm’f Issued by: Symantec Class GB

Expires: Thursday, July 13, 2560 BE at 06:59:59 Indochina
@ This certificate is valid

% 1
T

¥ Details

CI SDD aa U Inc. Country TH
S S I_ C e rt I fl Ca t I O n Business Category E:i;itsazrgggi::gon

Serial Number
Country TH
Postal Code 10140
State/Province Bangkok
Locality Ratburana
Street Address 1 Soi Rat Burana 27/1 Rat Burana Rd.
o Organization KASIKORNBANK Public Co Ltd

Organizational Unit Payment Product and E-Channel Development

Common Name www.kasikornbank.com

https://mayaseven.com/%E0%B8%A7%E0%B8%B4%E0%B8%98%E0%B8%B5%EQ0%B8%94%E0%B8%B9
%E0%B9%80%E0%B8%A7%E0%B9%87%E0%B8%OA%EQ%B8%88%E0%B8%A3%E0%B8%BA4%E0%B8%87%E
/ 0%B9%80%EQ0%B8%A7%EQ0%B9%87%E0%B8%9A%E0%B8%9B%E0%B8%A5%EQ0%B8%AD%E0%B8%A1/
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21vay1assunmvlsluasuaznalaveaada
Fake Website & Phishing

¥sank ™

The online finan~ .« management ~—~ice & K ik tiiat combine- il three service=

w AV I‘L !H Inve -
-ogin

https://mgronline.com/crime/detail/9660000017878

B
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21vay1assunmvlsluasuaznalaveaada

WuBY (Phishing) Wiu SMS, 3wa ua:lsideailae
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21vay1assunmvlsluasuaznalaveaada

Data/Billing Info Theft s

e Form skimming l
o msulugdoayamawasuuubulsd 1wu Wasugis:Idu, Wosuduns

au1sn) lagWvlAaaduasig (JavaScript) avlUlukinbu
o laKlBnsandoya WU lavvuastasaa, CVV, nod — lAananilvo:
AQaonUdaya taddavoanlUgolgswidasuovldnlnas
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21vay1assunmvlsluasuaznalaveaada

Data/Billing Info Theft

e Subresource Integrity (SRI)
o asyddauniwanikaaoinaniguan

n1v
o pIsliusa1s CDN (Content De
CDN suth Tduna Cloudflare, A
Google Cloud CDN
e ANWIFYY Cross-Site Scripting (X
Uaou

1su JS, CSS lwanunalus:kiw

ivery Network) Wlkusais

mazon CloudFront, Akamai,

SS) wa:Ms inject script wdan

’ > WordPress, Joomla, Magento Unidnisiguandulasu Ads

update plugin aUauo
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mslasassutoyadilud (vlugdoyavasiasan, dayaueyssuinis)
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21vay1assunmvlsluasuaznalaveaada
Fake Payment / QR Scam / Slip Uaau 2

e Slip editor, louthuusys, QR Uaou i

e JoVAiUu : Payment gateway nsusav, Webhook dugugaa

gg MYSURACHET.COM




21vay1assunmvlsluasuaznalaveaada

Fake Payment / QR Scam / Slip Uaou

@ OpenAl Bank

S19MSANSD
10 n.w. 68 19:26

850,000.00

Sam Altman
000-0-000000

r THAIRATH MONEY
000-0-000000

VIn

un

msssuliou 0.00 un

[] g [m]
[=]¢

dunundovdausiednds

dunuasdIvaau
$19a:1980

/ "

©) OpenAl Bank

B 43
! '\__ /!( A
W y

Transfer Successful
00 Jan 0000 - 00:00

90,000.00 THB

From e Sam Altman
000-0000000

© JF Thairath Money

0000000000

00.00 THB

[=]
[=]

Scan to verify this transaction  scan to verify this transaction

Carsseuwien
0.00

https://www.thairath.co.th/money/tech_innovation/tech_companies/2849560

&.. MYSURACHET.COM



21vay1assunmvlsluasuaznalaveaada

N ..

Fake Payment / QR Scam / Slip Uaau 2

1. 381W6Adaddanu : Qniwsouyavaadlouldu OKULED AUAIEUDUDL

/ M https:/ /www.page365.net/all-articles/howto-check-slip-verification ;’, MYSURACHET.COM
/ /A.
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nslaviduaaulad (Uaoulduunnadu, kaanlkloutdu)
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21vay1assunmvlsluasuaznalaveaada

Order Fraud / Card Not Present (CNP) s
o Sodravasulus — chargeback l

e Jryayneu : Nogdh, WsIWalk, dvkareBuRaund

e UovAu : velocity check, AVS, blacklist/whitelist

"
/ (o
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/ /A.¢



21vay1assunmvlsluasuaznalaveaada

Account Takeover (ATO) siu/anm
e 35 credential stuffing, SIM swap, Wugo OTP {

e waaws WaguUuyIRSuIdU, d0/9n1EN091003

e MsUovAU MFA, device binding, IP risk score, login anomaly

. \
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21vay1assunmvlsluasuaznalaveaada

o

uloudaou

ep

Wasuueyd
e (AGDSY : UWFAWA/lau usuaviavuyslnu i
e JovAu : Out-of-band verify, dual control, supplier lock
e Visual : Approval chain 2 au

e Notes : Junaudugunoulou

-
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/ d" MYSURACHET.COM
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21vay1assunmvlsluasuaznalaveaada

InsAwnKkaanalIvIIALLAYADALEULODS
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21vay1assunmvlsluasuaznalaveaada

Social Engineering & Deepfake

e unavidumwikuinnuwaawoasu/anm VIP |
» Deepfake 1F8v/3dalodvlou

e MsUovnu: Callback policy, safe words, training

= X ‘
-~
&a MYSURACHET.COM
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1vayrassunivisuasuaznalaveaada .
Malware / Spyware / RMM Abuse a

e AVALLUU/IWA invoice Uaau, Remote tool lauldina .

e MsUovAU : EDR/XDR, allow-list, least privilege

/ 2“ MYSURACHET.COM




21vay1assunmvlsluasuaznalaveaada

Threats Recap — Prevention Mindset
o JovAuka1asu + as>adub + ldaouls

e Defense-in-Depth

-
af
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A1sUoavau & suijoagividus:uu
JuWugunnaAudaLi

e HTTPS/SSL, sUtaa OS/CMS/Uanau, d1soviaya 4

e MFA nns:uu, Password manager, RBAC

e a0 Checklist A1UUUAYUADQAE

= X ‘
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&a MYSURACHET.COM
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A1sUavAU & Suidodgvus:uu

3 Kanna (upisUovaultavau

AQADULLYS Aanoulaudu

E.; MYSURACHET.COM




A1sUavAU & Suidodgvus:uu
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A1sUavAU & Suidodgvus:uu

[UlKsKaWu, LlauueydsunAis, OTP AuuAnadUu

-} Q;\" :
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A1sUavAU & Suidodgvus:uu
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A1sUavAU & Suidodgvus:uu

Kanmswuzu (CIA Triad)

CONFIDENTIALITY

INFORMATION
SECURITY 3

AVAILABILITY

ER j} MYSURACHET.CON
/ B



A1sUavAU & Suidodgvus:uu

Kanmswuzu (CIA Triad)

Disclosure Alteration
L .S D &
1%

e
i

B

Confidentiality

CIA

)
B
Integrity

Destruction

)

Availability

31 Information Classification: PUBLIC
© 2024 Natsar, LLC. All rights reserve d.

https://natsar.substack.com/p/understanding-the-cia-triad-and-its-role-in-cyber-risk

I

-
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A1sUavAU & Suidodgvus:uu

Website Security Standard (anuu.)
e CIA Triad : Confidentiality / Integrity / Availability {

e uloung + inAlulad + AasasdddaucoLtoL

gg MYSURACHET.COM




A1sUavAU & Suidodgvus:uu

Technical Controls

e« WAF, DNSSEC, HSTS, CSP, SR o

e Secure headers, Rate limit, Bot mitigation
e Monitoring/Alert, Log retention
e Layered control

e SUA WAF + headers + monitor

= X ‘
-~
&a MYSURACHET.COM
/ /n.‘



A1sUavAU & Suidodgvus:uu -

/ Layers of Cyber Security

&= Afcess Controd Systems o

Cyber Security Layers: |

& |ntrusion Detection Systems

PH ical S it *  Security Lighting
-

Brome tric Identific ation
GPS Tracking

Network Security o Firewall

I T
* |dentity and Access Management e Security Gateway

*  Security Compliance _ + DDoS Protection
« [Data Loss Prevention Perimeter S'E'l:l-ll"lt}" « log Management

* Incident Response and Forensics

& [ata Encrypticn

+ Threat Hunting
Vend t "
. endor Security Cloud Eecurlty + Penetration Testing
*  Yulnerability Scanning
* Bug Boundaries

EndPoint Security s AntiVirus
' *  Anti Malware

s App whitening
s HIDC

* Encryplion Data Security
« Data Loss Prevention
= Emall Security
+ Cloud Access Security
e LUserBehaviour Analytics
https:/ /[www.linkedin.com/posts/zaheer-khan-29a52122 _7-layers-of-cyber-security-activity-7130875604345749505-PbXN/ | MYSURACHET.COM

s Threat Modelling

+ [Design Review

» Secure Coding
s Static Analysis Application Security

B



A1sUavAU & Suidodgvus:uu

Defense in Depth: A Multi-Layered Approach to Cybersecurity

" : ; ®
i@jp Human Element Endpoint Security
Continual employea Multi-factar Authentication
education, awareness, Endpoint Detection
and training 5 Response
Patch Managamant
Application Security e Network Security
Vulnerability Scanning Site-to-5ite Connections
Application Whitelisting Web Content Filtering
Remote Services
VPN Services
r\f_d? Data Security Perimeter Security
83/ / DataEncryption Intrusion Prevention
(at rest, in transit) Intrusion Detection
Data Classification Next Generation Firewall
Data Loss Prevention
SIEM
FHe Integrity
IT Service Management
—@ Access Control security Qperations Center
Data Pratectlon Ir*-?ﬁ:i:.l:-*;::ncf:lc
r“:'?”.!”m : Managed Detection
Aemole ACCRss £ Response
https://www.linkedin.com/pulse/defense-depth-multi-layered-approach-cybersecurity-lahiru-livera-atblc/ A MYSURACHET.COM
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a1sUavAau & Suidaagividus:uu
The 3 Factors of MFA (Multi-Factor Authentication)

Something you Something you Something you

KNOW HAVE ARE

Xhkkkkkkk*x

Password or phrase Code from app or SMS  Finger or thumb print
PIN Push notification -ace scan
USB token ris scan

https:/ /hsph.harvard.edu/information-technology/news/october-is-cybersecurity-month-week-1/

B
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A1sUavAU & Suidodgvus:uu

MFA (Multi-Factor Authentication) WGvullolksuaslgogvls

FINGERPRINT o
something
you ARE

©

2 Factor 2 Factor

3
Factor

2 Factor
—

PHOTO ID PIN CODE
something something
you HAVE you KNOW

g.; MYSURACHET.COM




A1sUavAU & Suidoogividus:zuu
Payment Security & Reconciliation

e Gateway wWiuuassu, 3-D Secure, tokenization {
e Webhook 1tn, mapping order, s19v1UAS:NUYDAQ
e data flow “doGo—dudgu—tiss—ns:nugaq”

e aa slip Uaoau/gaaKan

-
/ (o
/ d" MYSURACHET.COM
/ /A.¢



A1sUavAU & Suidodgvus:uu

Process Controls
e 4-eyes principle, maker-checker, change management 4
e Vendor/supplier verification

e swimlane WSURQBDU

e AszUdUMSHIBTasSINNAMILTA

—®, ‘
-
/ A MYSURACHET.CON
/ "



A1sUavAU & Suidodgvus:uu

Incident Response Mini-Playbook
e 0SDIU—ARAU—Foans—AAU—NUNdU (5 Ju) {
e Template douAUUIVANAILLUUDDTW
e timeline 0O-24-72 yu.

e IWAE “dnS/K0N” aoudoais

-
/ (o
/ d" MYSURACHET.COM
/ /A.¢



A1sUavAU & Suidodgvus:uu

KUDEVIUNATIUISAGQCDUDAIIUYIULKAD

novUrysINIScsIDauddudauadluagayrnssumvoinalulad o

”

novUrysniscnsavduaduadauaduaisyinssunvinalulad
CYBER CRIME INVESTIGATION BUREAU

Kthkan Uovdudulsiuag d1ans o1dalnyd  AieuRwuaw IL‘I"‘IZ{!S:UU

2 thaipoliceonline.go.th Yr g O @

4 -
&~
. T e 1 N - . Y na\)urymmsmsaaﬁuaauaauaaumzsrmnssummnnfufau KUkan UJovdurdelsives doans ondalryd Aouiwudos 1hgs:uu
and@naduidekieazau donaduf 1 unsiAU 2568 fiv Sufn 25 Ausnsu 2568 ' CYBER CRIME INVESTIGATION BUREAU
Adoaulau yaA1AWwIduKi1gsou .
244,198 | 21,782,866,107 )

idov un

I19VATUWIU online 1I9VAUAKUIBYIU radund

@ o oot s 1IpvAUooulag CYBER CHECK

o ov ovdosu pdostyInssunivinalulad

louwainguunldavdoyaliuaoans
ongauryslanu 5 adoaulauAwuuiniga DWnO‘letyﬁﬂSTUIUE)S'

kaonasvdoulwduAakiousnis Aludanu...
1 % kaonasvikloulbuiiesusivandasanus...
kaonasviklouiSuiRarhviukisielawiAL
kaonasvikgISuduldnu:aalno nsslun ...
0

aursnandulkaa Mobile Application Tanvaavs:uu

GET ITON Download on the

o Google Play [ App Store

yanAn : 295,764,203
910 : 21,782,866,107

® (& woanwooulau & wowia =, JUNUAURKUA R anediou 1441 () drsosheuas us.aen.

U onrwoouia Bl 1. IR ERvsslouos voon

g

/ https://thaipoliceonline.go.th/ A" MYSURACHET.CON
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a1sUavAu & Suidaagividus:uu . —

) |

KUDEVIUNATIUISAGQCDUDAIIUYIULKAD

FrunaviuntuzAssuNIsAIsSavIAULIUAYUaDaAoTsuasSUKYBd (dnUy.) o

2% ncsa.or.thjhome

) search Tne Eng

HOWSA AU dneIu  USMISUDUIST  1DNANSIWEUWS La:AZonIUS o
yuaddnus (n A Q dun Tne Eng

dnug
Husn  1AEAUAITAIU  USMISUBVIST  (DNAISIWELWS Ua:AGVANILS  U1oans fionssu ua:ussmA  Gacdedtinoiu  Site Map
hunvuiuarunssumMsmssavANULUAVUaanelsluasSuHOBNE (anUL.) onulHaonuadHSUBIWa
e saraban@ncsa.or.th
nav
120 Hij 3 21MIsSgUS:MAUAnG (21A153) du7 AUgsIBASIDAUWS:LAiEsEa 80 WSSl 5 SUDIAL 2550 nuu HLNELEUYDVATULD (Key ID)
WI0ICUUE LUDUNUdavHaw WwoKand nsoinw+ 10210 25F6339190811C45

JIUNVIUATUENSSUMSSNUIADIULU

Tnsdwn Us:nnuavnedud (Key Type)
02142 6888 (Gacipairiinis)
- L] RSA
.[U l U a S ll H 0 61 Tnsans uunanUend (Key size)
021437593 4,096
National Cyber Security Agency - NCS
PGP Fingerprint

Bwa
124F EE93 CAG7 7FBE 6E27 BODF 077D EED6 8F18 9605

0606

AluanaluvIuaiIsussid : saraban@ncsa.or.th

anudlkaanmuoshHsSudWwa
guauszaumssSnuAULUAYUADOABS:UUADLWILODSIHOYIG Thailand Computer Emergency thaicert@ncsa.or.th

Response Team (ThaiCERT)
HueLauuavnaduv (Key ID)

Tnsawn 6DCCF8DBB481SDAE
02-114-3531 (24 82luv)
Us:snnuaon el (Key Type)
= RSA
Sulsduonsitdaniwafuls:ansniw ua:us:aumsaifdiunisidiSulsduaonmu suswandoaiuauldn ulewanunbudauds wa: uloursand @ ala
L udviHaAeAnMUIBILDS : thaicert@ncsa.orth utnaAMUEN (Key size)
4,096

https://www.ncsa.or.th/contact Af?’ MYSURACHET.COM




A1sUavAU & Suidodgvus:uu

Case Study : UdAUAIIDUKIY
o IKOMSAUYD : §QUEYT(ATO) + WasuUeyssSuidu o
« Root cause / dysyreuiuavinu / onAdsm
e before/after controls

e U009y Quick-wins

= X ‘
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A1sUavAU & Suidodgvus:uu

Case Study : Slip UaauaalLliov
e yadeyayreu — viasmslanau {
e ASIWLAIMSIDUG

e “Mlucovid webhook + reconcile”
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A1sUavAU & Suidodgvus:uu

(12981V

Ag/nalavoinnisdaou Slip loudu (Fake Payment Slip Fraud)

WGoUaoumwaadlouidu
adxavirsiumukananumsyiis=ou — sruavaunl — vuludn

deyeyreultiou (Red Flags)

o SulUKUZDQLUNUYBEDISYIU Internet Banking

e anAMAVdaUNaIVAA 1SVIKALUDVLAOU

C

G

joUryTrlouluaalluasvAudodvdo

= X ‘
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&a MYSURACHET.COM
/ /n.‘
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A1sUavAU & Suidodgvus:uu

o

398V

Ag/nalavoinnisdaou Slip loudu (Fake Payment Slip Fraud)

JdoUaaunwaauToutdu
adxavirsiumukananumsyiis=ou — sruavaunl — vuludn
55UovaAu (3 Ud)
1.§udugaaniusuimsKéo Payment Gateway naasv (IWWvaauagv
1Q8D)
2.(6s=uu Webhook/Auto reconcile 1A Payment Gateway —
. JuA:andviowztijos:uududu “trs:d1Ed”

22 1 1

3.ousunuvig/uaaiduwa (KSo1mMsqQuadad = 13vav

/ O MYSURACHET.COM
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{5 Al lu E-Commerce 287vUasany

Al lu E-commerce : (tmo:ls

e Fraud detection J
e Chatbot
e Content moderation

e Demand forecast

—\
-
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(5 Al lu E-Commerce 2g1vUasany
Fraud Detection 101 a

e Rule-based + ML (anomaly, velocity, device fingerprint) o
e (DuUsidgvndouls (Nog, auasad, wadinssy)
e pipeline JIAS1:KADIULFID

e S:OV False positive

"
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(s Al lu E-Commerce 291vUa20A9
Chatbot/Agent agivdaoany
e YdUWQUBWA, Pll masking, access control i
e [UIK Chatbot asivaisAutdu/uasimlagdaiwe
e RACI uov Chatbot

e principle of least privilege

"
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{5 Al lu E-Commerce 287vUasany

Al Content & Review Filtering

e OSIPAWUU/Uaousd), keyword policy 4

e DOJUQALASMW/ATUNIW

2.4 MYSURACHET.COM




AN =K

N\ ®
|
)

{5 Al lu E-Commerce 287vUasany

AULFgvUovAIS(T Al

e Data leakage, model misuse/prompt injection, hallucination !
e LLUDAOAUIFEY : red-team prompt, guardrails, logging
e warning trio

e MKruauloguiraly Al (unu

"
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(s Al lu E-Commerce 281vUaaand
[@ontAdovio Al agvols
e Security posture, data residency, audit logs, API security o
e Jryayr/Houlumsiddona (Terms and Conditions )
e Vendor checklist

e AMAIUNAISOIU Vvendor

T
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{5 Al lu E-Commerce 287vUasany

Mini Checklist : Al Ready

e ADUIBLIUDSY

o AMKUQUDULUAO

O

O

Data masking
N1 MFA (Multi-Factor Authentication)
1AUlogs A1slgviu

review nundu Policy, Standard, Procedure agvauilaus

™
af

MYSURACHET.COM



d-.a MYSURACHET.COM



Wasu Cybersecurity :ndunu dududassa
D1AAUNU JuauaD
e« ADWUaD0AY = ANULEaUU = Conversion & LTV 1WW
o (das1Susov/ulaurgnnudasanalusiniwagdrney
e funnel Conversion ndu/Kav

e (D281 copywriting Rda “Uula/Uasang”

/
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Wasu Cybersecurity :ndunu dududassa
Playbook 30/60/90 Ju
e 30 U : MFA nvs:uu, aulaa CMS/Uanau, review payment flow
e 60 Ou : WAF + headers + CSP, webhook + reconcile, logging
e 90 Ju : IR playbook, vendor policy, Al guardrails
e Roadmap 3 ¥Iv

e (KlADANIMUNSWEIAS

/
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unasJ (Conclusion) / aauaau (Q&A)

e Key takeaways

e Call to Action (CTA) ,
> WBi8naadsud
o WianaAnum assessment/health-check

e Q& A
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dasdua:aduniaiu

ausafdnu Cyber Business Continuity Plan [aa>gwiukoviSguaaulad

Executives

GYBER BCRPE &

—

nagnslgivasainsugusrnisgnnIna
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Thank You

Let’s Connect with Us!

www.MySurachet.com Biz Card Contact
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