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Digital Transformation in Industry
%

Ml

|

)

[ —|
e
S0)

i




’ Technology Trend
IT + OT integration

SQL Machinery

Cloud Assembly lines
Marketing data (CRM) RTUs
Business data (ERP) ITWJS? loT Technol HMIs
RDF SCADA
HTTP T o PLCs
Internet access Modbus

) 4 CI PAT https://www.tanand.com.my/it-ot-convergence-how-does-it-benefits-digital-manufacturing/
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0 Technology Trend
IT + OT integration

4

Information Operational

Technology Technology

Infrastructure Yield

Security Quali
Governance Efﬂci:r};cy

- ”,
b W4 C I PAT https://www.tanand.com.my/it-ot-convergence-how-does-it-benefits-digital-manufacturing/
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’ Technology Trend

IT/OT convergence

- 7
) W4 CIPAT https://www.onlogic.com/blog/it-vs-ot-how-information-technology-and-operational-technology-differ/
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’ Technology Trend
Opportunity VS Risk

Opportunity
e Automation, Al Predictive maintenance

Risk
e Cyber attack as:nunmswaalagaso
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0 Technology Trend
IT Security vs OT Security

IT au OT au
* Ydyaldurng * [ASDVYASKYQ
e ERP y:ao e anA1 cancel order

I Priority or
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CYBERTHREAT REAL-TIME MAP =< En
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«: VIRGIN ISLANDS, U.S. X

# 286 MOST-ATTACKED COUNTRY
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More details




° Technology Trend

uuwlunuazduasrgninadusiansaamunivlanlviuos

The Growth Trajectory of the Al Industry Market Size (2026-2025)
(USD Million Dollars)

100 000

89 847.26

80 000
70 971.51

60 000

5, dollars

53 231.4

40 600 37 987.17

Market in million U

25 995.08

20 000 17 267.75

11 283.76

7 345.35
32218 4819.11

2016 2017* 2018* 2019* 2020° 2021° 2022° 2023" 2024+ 2025*

‘V’C I PAT https://www.statista.com
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uuwlunuazduasrgninadusiansaamunivlanlviuos

Share of organizations worldwide using Al as part of its cybersecurity strategy as of
April 2024, by use areas

Anomaly detection systems 56.9%
Malware detection 50.5%
Automated incident response 48.9%
Alert enrichment 48.4%
Predictive threat intelligence 41.5%
Al-enhanced network security 35.8%
User entity behavior analytics 37.8%
Event or forensic investigation 33.5%
Red team activities 23.4%

Other b.4%

0% 1 0% 208 305 405 5 0% Bi0% 7O

Share of respondents

- P/
) W4 CI PAT https:/ /www.statista.com/statistics/2620539/global-ai-usage-in-cybersecurity-by-use-areas/
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uuwlunuazduasrgninadusiansaamunivlanlviuos

Generative Al in Cybersecurity Market Size, Share, and Trends 2025 to 2034
(USD Billion)

$14.79

SRVAL

$9.91

$ 812

$ 6.65
$5.44
S 4.46
$ 3.65
s2 $245 i
« 101

2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

Source: https://www.precedenceresearch.com/generative-ai-in-cybersecurity-market

- 7
) W4 CIPAT https://www.precedenceresearch.com/generative-ai-in-cybersecurity-market
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uuwlunuazduasrgninadusiansaamunivlanlviuos
Number of DDoS attacks worldwide from 1st quarter 2023 to 4th quarter 2024

C T 0

512,000

C M s

457,000
445,000

385,000

Mumber of attacks

320,000

296,000 300,000

274,000

250, 000

Q1 2023 02 2023 03 2023 04 2023 Q1 2024 Q2 2024 Q3 2024 04 2024

- Py
) W4 C I PAT https://www.statista.com/statistics/1557643/ddos-attacks-global-number/
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uuwlunuazduasrgninadusiansaamunivlanlviuos

Distribution of critical infrastructure industry sectors targeted by cyber incidents
worldwide from April to September 2024

Other 3%

- Facilities 3%
« Utilities sector 2%

Covernment services 1/7%

- » Financial services 45%

- Healthcare 30%

- Py
) 4 C I PAT https:/ /www.statista.com/statistics/1607912/ critical-sectors-targeted-by-cybercrime-global/
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uuwlunuazduasrgninadusiansaamunivlanlviuos
Cyber attack incidents (%) by region

Cyber attack incidents by region

Latin
America

P - Asia-Pacific

North | —— - Europe
America

o

Source: IBM X-Force Threat Intelligence Index (2023)
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uuwlunuazduasrgninadusiansaamunivlanlviuos

Distribution of cyber incidents in organizations worldwide as of September 2024

3 0% 29.1% 8. 7%

2579
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QS CIPAT https://www.statista.com/statistics/2483769/global-cyber-incidents-by-type/
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uuwlunuazduasrgninadusiansaamunivlanlviuos

Distribution of industries worldwide most targeted by phishing attacks in 4th
quarter 2024

. Other 10.7%

Cryptocurrency 1.9% « Social media 22.5%

Travel 2.4%

- Logistics /Shipping 3.7%

Telecom 5.7%

- Payment 7%

« 5aa5 /Webmaill 23.3%

« E-commerce/Retail 10.9%

Financial institution 11.9%

- Py
) 4 CI PAT https:/ /[www.statista.com/statistics/266262/websites-most-affected-by-phishing/
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pdunnalkiAiaavayriassumvlsuas (Cyber Crime)

(el

Means

*Knowledge
Skills
«Self-efficacy
«Family support

Opportunity Mo’tlves |
*Access and availability ?ﬁ |tud§sl Il pTI'EfZ
*Resource availability n:g?;}cé?h}:;cta =
:‘gorkload't *Provider preferences
-Rolmmlun‘l y *Beneficiary preferences
ole clarity «System reinforcement

N_/CIPAT

o o o i e doyamin https://www.researchgate.net/figure/Means-Motives-and-Opportunity-framework _fig2 336757143
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Attack Tools (1nSavidantslunisloui)

High High | A
Medlum . 'll"
Medium /,.
Low Loy
Sophistication of Attack Technical Sophistication of Attack Technical
Tools Knowledge Taols Knowledge
1935 1990 199 2000 2005 2010 2015 1985 1990 1985 2000 2005 2010 2015
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’ Technology Trend

Al Threats
o Deepfake [ Phishing 428 Al — milkmsasosuldululdenniu
e Al-generated Malware [ Al-bypassing EDR
e mMsloud LLM: Prompt Injection, Model Poisoning

Wwans:nu: MK Incident Response Plan a1, doyagakaanJaguudav
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Case Study
Ransomware WannaCry Attack (May 2017)

WannaCry (CImrrereTs

Global Cyber Attacks

g,, MYSURACHET.COM dayana https://blog.isa.org/lessons-learned-forensic-analysis-ukrainian-power-grid-cyberattack-malware
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Case Study
Ransomware WannaCry Attack (May 2017)

A worldwide cyberattack
that affected more than
200,000 computers in 150
countries.

g_, MYSURACHET.COM dayamn https://thehackernews.com/2017/05/how-to-wannacry-ransomware.html
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Case Study
Ransomware WannaCry Attack (May 2017)

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on B Can | Recover M}' Files?
62017 00:4T:35 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Leht You can decrypt some of your files for free. Try now by clicking <Decrypt>.

1 But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
il We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

| R e e Py .

Your files will be lost on

2072017 00:47:35

lime Leh

Send $300 worth of bitcoin to this address:

ezl 24 | 1219YDPgwueZ9NyMgw519p7AABiIsjr6 SMw
S | CheckPayment QN Deopt

o MYSURACHET.COM dayamn https://thehackernews.com/2017/05/how-to-wannacry-ransomware.html
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Case Study

JBS Foods aaloutinvlsiuas wauaiau 2021
REvil Rahsomware isgamlalwa

VCIPAT

B s Ao ot B doyadwadv https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/
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Case Study
JBS Foods aaloutinvlsiuas wauaiau 2021

JBS Foods dilaussaatngiravudssutiadaisrolnaynaalulan dvaontiiadaisnausidaluge
ansSgawsal dwuaviu 230,000Au gaavirguiInnd 5,200a1uUSD.

syuuvumsloud
e Hacker 15 REvil Ransomware 1Waaanan1s11avs:uuyavusyn tkaaisaidtaaiuai 1 1aau

nilkssAavav JBS Foods Kaay:va
N T TS
~,
Ve

Wans:nu
e JBS dovUalsvviukargukvnslan
e msdvaudndodaiardiksokaauv:vn
e simiadainalaniwuaviu
e JBS aayldosiolduandatodov

N_/CIPAT

B s Ao ot B doyadwadv https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/
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Case Study
JBS Foods aaloutinvlsiuas wauaiau 2021

A1SAdUAUDY
e JBS daaul»drgaila 31udu 11 2uUSD tkAunaw REVvil
e JBS Us:ahulugvkudrgviusgurakargus:InASINIIAUAUAIUKIAIWADALS
e IKQMISAIGAS$IVANNALIAIAYIAUAIINIUADNIVIIKIS
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o s e e il lana doyadwadv https://claroty.com/blog/jbs-attack-puts-food-and-beverage-cybersecurity-to-the-test/




AgAAMUNIVIBLUS NAS1IVHANS:NUCIS:UULASYZAD

Case Study
awa. anlauanivlswasarevaudsissanla
pudavUalkusnmiss:uukalgiu daursu 2020
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Case Study

awa. aalauanivlswasaravauwdsissanila
pudavUalkusnmiss:uukalgiu daursu 2020

Maze Ransomware Triple Threat

Maze Ransomware

Normal Ransomware Maze Ransomware

N_/CIPAT

o qmmeRtoifaeuiiliuad Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/
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Case Study

awa. aalauanivlswasaravauwdsissanila
pudavUalkusnmiss:uukalgiu daursu 2020

ANULAIKIE
o IWdaanludaua:ztskawwaisaaarlalwa
e Hacker iwaguwsvayanuluguitulanaoaulad

[ ]

Us:srsursuusaisldsunans:nuoinmislbudnmvlsiuasavi
e dovUas:uutnaluladaisaunAuvivdiu 3rAs1I
e Uausaiss:uutis:ArusSaisuvuaaulal 5aAs1d
e Jausmsuauwaiadu PEA Smart Plus 37As1)

N_/CIPAT

o qmmeRtoifaeuiiliuad Joyadwadv https://www.nia.go.th/cyber/cyberpage/89/
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

Cyber BCP vs Traditional BCP
e Traditional BCP: wiungsssuud, Wik, tnou
e Cyber BCP: suidjonalswas 1su Ransomware, Cloud Outage
o [somugAlKkUAaLINTYAUAISKEQWAQIWSI:UdYaanldU
e BCP Govsounv IT, OT ua: Cloud Saas Atdviuasg

EFREHERIE R
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TanssumaTuladlaiuas
motion Association of Technology




° LLUINIVAISASIVAIINADLUDVNIVSSAD

Mogwanmumsaindovld BCP
e SCADA an Ransomware dan — launaakea
e MES uu Cloud au = AMJavWaaK1Y, WUAISIQFVE=DN
e WhudadalauPhishing — dadadanduia, dousuaidn
e TUDuwudsov = kuawaaulu, deyldoanAn, IFodaidev
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° LLUINIVAISASIVAIINADLUDVNIVSSAD
4 Pillars of Resilient Industry

ldentity Protect Detect Recovery

EFREHERIE R
Cyber Innovation Proi

TanssumaTuladlaiuas
motion Association of Technology




° LLUINIVAISASIVAIINADLUDVNIVSSAD
4 Pillars of Resilient Industry

Pillar 1: Identity & Prioritize

e BIA = RTO/RPO
e Critical Assets : PLC, SCADA, Historian

VCIPAT

aaaaaaaaaaaaaaaaaaaa iuiaﬂ"lmuaf




° LLUINIVAISASIVAIINADLUDVNIVSSAD
4 Pillars of Resilient Industry

Pillar 2 : Protect & Isolate

e Network Segmentation (IT/OT/DMZ)
e Zero Trust / Vendor access control
e Backup config offline

VCIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD
4 Pillars of Resilient Industry

Pillar 3 : Detect & Respond

e OT log monitoring, anomaly detection
e Incident Response playbook

VCIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD
4 Pillars of Resilient Industry

Pillar 4 : Recover & Continue

e Manual override
e Redundant line
e Tabletop Exercise (TTX) & Running drill

VCIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

6 avAUs=nouYaY Cyber BCP (uwugo)

(D BIA — 31AS1:KWANS:NUSSAD

(2 Risk Assessment — Us:lgugavlkd, AwUI:=LWU

(3 Recovery Strategy — 2wuwuAAus:uunIARY

@ Response Team — fkuaunuINtaAaLKa

(5 Communication Plan — usvidaunvmetu/anai/swwaiooas
® Testing & Improvement — naaaudou tazUSULLWUANLEUD

EFREHERIE R
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

Modern BCP dovaoulang Al Integration + Cloud
o Al a1WU1SABIYIIASIEK BIA 11a:91200WANSNUADSIUUSSAD
e (¥ Al monitor threat uvuiSgalnu ua: Generate Response
Plan salud

e Shared Responsibility Model (SuRauauviusiuduuuus)

e Automation in Incident Response: SOAR, Al playbook

o 1§ Al ShaovanmumsaitWonaaautinu BCP wuutaiounsv

e BCP dovasaunau Cloud ERP, MES, |oT sensor, Saas

e Cloud dovi fallback plan ua: Multi-cloud strategy

e Multi-Cloud Strategy aan>uidgv Single Point of Failure

VCIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

Kyl AyuavAsasvANUdaLliovNIvssAD
e Reduce (aanuEsL)
e Respond (cpuauavdatkanisal)
e Recover (MsdAu)
e Resume (Msnauuidduviu)

G RHERGERIEN
Cyber Innovation Proi
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

How do I?
1 BIA tWa$31 “dhs:uuiidu d:as:nua:lsing”
asv Cyber Incident Response Team fAsau OT, IT, 9080
Gou Tabletop Scenario wu Walgswiosandon, MES au

VCIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

Ms3lAs1tkWanssnunivssaokan (BIA : Business Impact Analysis)

MTD
RPO RTO WRT
+ L > | 4 >
Time * 7\ R
Normal Disrupted Recovery Resume
Mode Normal Mode

N_/CIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

(o810 Back and Recovery Plan uu Digital Device flnaconaau

Line : Instat Message

¢ Settings ¢ Back up and restore chat history Q)

Profile Last backup

Backup size

E Account
& Privacy . ) .
RPO (Recover Point Objective)
0O Keep Back up how often
e Everyday
P oogle account ! . Every 3 dCIy
Backup PIN '
[® Back up and restore chat history a-::l up - o Every week
#@ Easy transfer QR code ° Every 2 WeekS
e Every Month
Restore

® Stickers

Uelgte b

& Themes

® Coins

N_/CIPAT
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° LLUINIVAISASIVAIINADLUDVNIVSSAD

msuUs:zlunUIEeY (Risk Assessment)
WIsauns=auANULEEYA Wans:nu (1) x Tomana:taane (L)
* Impact: Wans:=nu
e Likelihood : Tomana:tAase

N_/CIPAT
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a nagnsaIuwsSausSuidonalvuas

NAYNSAISUSSINIADIULEYL

Risk mitigation strategies

Four basic ways how to treat the risk

Accept Avoid Transfer Reduce
Hope it doesn't Cancel the source Move risk to Decrease probability or
happen of the risk someone else impact

B 2 2R ol

I e e ol e s Joyadwvadv https://www.insurancejournal.com/news/national/2021/11/29/643569.htm



https://aptien.com/en/kb/articles/what-are-risk-treatment-strategies

a nagnsaIuwsSausSuidonalvuas

Asdasivnusulalkanmsad AgannuNIvlsluas

BUILDING A SUCCESSFUL

INCIDENT RESPONSE TEAM

ESSENTIAL SKILLS AND TRAITS

SECURE
SYSTEM
SENTINEL




° nagnsaIuwsSausSuidonalvuas

nsAkualasvasvaissuidolazanauduavaangnnmMunIvlsluas
Standard Operation Procedures (SOPs)

Containment,
Detection and Eradication and Post-Incident
Preparation Analysis Recovery Activity

N_/CIPAT
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NIST Cybersecurity Framework v2.0

R
:,‘:’qi
&  GOVERy

NIST
Cybersecurity
Framework

N_/CIPAT

o psanumililisas] Joyadwdv https://csf.tools/reference/nist-cybersecurity-framework/v2-0/




° nagnsaIuwsSausSuidonalvuas

NIST Cybersecurity Framework v2.0

Function Category Category Identifier
€
Govern (GV) Organizational Context GV.0C Ove r n
Risk Management Strategy GV.RM ° I d to f
Cybersecurity Supply Chain Risk Management GV.SC e n I y
Roles, Responsibilities, and Authorities GV.RR o
Policies, Processes, and Procedures GV.PO ® P rOte Ct I O n
Oversight GV.OV

e Detect
* Respond
e Recover

Recover (RC) | Incident Recovery Plan Execution RC.RP

Incident Recovery Communication RC.CO

N_/CIPAT

o psanumililisas] Joyadwav https://csf.tools/reference/nist-cybersecurity-framework/v2-0/
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Standardize

Business
Continuity
Management

ama JAPIA

S Autoraodn e AL AT A L Lo Japar s Facis indusbries S sddinlae

JAMA/JAPIA Cybersecurity Guideline

EFREHERIE R
yber Innovation Pro

TanssumaTuladlaiuas
motion Association of Technology
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avinldvinausiumsduuund
l.Technology Trend

e IT + OT Integration

o wudllivuazduasioRtiadunndsanmunvlanlsuas
2.AsglFinY A1sARIEYINSSUNIVIELIUDS
3.uwunUcaLboavnvssa» (BCP)

* ASOLAS1IKWANSNUNIVSSAD

o MsUs:IUANULEYY
4.nagNSASUSSINIAULEED

e AMsaswvnusSuUidalkansad AgAnMUNIOI[BLIUDS

* LLLDNYASASIL BCP dxguiasgiucioe

N_/CIPAT

aunandaaiuuianssuinaluladlawas
Cyber Innovation Promotion Association of Technology




Cyber Innovation Promotion Association of Technology

'\ 7,
° dasduazaaumaiv N WPAL




6 asUyua:zaauAiai Logenc G|

Automation Expo

ausafdnuw Cyber Business Continuity Plan [ada>gwiukaviSguaaulad

CNBERIBERY

Executives

nagnslsivasansuwusHIsgnRINa

N_/CIPAT

anandaaiuuianssunaiuladlaas
Cyber Innovation Promotion Association of Technology




g.v MYSURACHET.COM e

Thank You
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www.MySurachet.com Biz Card Contact

F!E_! EE
el
L5

LR

'Inl-l-l-l-_-_‘_

T
,,,,,



