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The Board in
a Digital Storm
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Why Directors must
care Technology Risk
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From Traditional Risk
to Digital Risk
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Definition : What is
Technology Risk?
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Definition:
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Part 2
Risk Framework
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Overview (COSO)
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COSO Components Simplified
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COSO Components Slmpllfléi
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1.Governance & Culture

2.Strategy & Objective-setting
3.Performance

4. Review & Revision

5.Information, Communication & Reporting




Board & Risk Committe
Roles
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Front-Line Operations
Directly deals with risks in daily

The Th I"E’.‘E Li I'IES activities, identifying, assessing, and

mitigating risks in their areas.

of Defense

Internal Audit

Provides assurance and evaluates
effectiveness of risk management
and control processes.

Risk Management & Compliance
Establishes policies, monitor risks,
and ensures adherence to
regulations and internal controls.




Integrating Governanc
with Technology
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The NIST Cybersecurity
Framework 2.0 Overview
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NIST CSF 2.0 : asauuiassunlsdandiu
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Govern & Identify
(Value Protection)
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Protect
(Value Protection)

Protect (FR) Iqh':nl:ﬂ:n. Manapement, Avihentscation, and Access Control

e DVUNASAISUDVAU : Access Control, | Awarencss and Training
Awareness, Patch, Backup
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Detect (Monitoring &
Response Readiness)
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Respond & Recover
(Resilience in Action)
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Continuous
Improvement
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Summary & Reflect




Board Oversight
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From Risk to Resilience
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